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I.  t^HEORY 

Globalization  as  its  own  phenomenon  has  affected  world  affairs  as  never  before. 
Economies  are  becoming  increasingly  intertwined,  governments  are  cooperating  on  an 
unprecedented  scale,  and  goods  and  services  are  becoming  cheaper,  better,  faster,  and  more 
abundant.  However,  as  globalization  yields  these  benefits,  it  is  simultaneously  facilitating  an 
increase  in  types  of  cooperation  of  which  the  general  public  is  largely  unaware.  The  entities  and 
institutions  that  we  see  everyday  -  governments,  business  and  industry,  and  financial  markets, 
just  to  name  a  few  -  are  not  the  only  ones  taking  advantage  of  globalization's  benefits. 

Out  of  the  public  eye  and  historically  characterized  by  secrecy,  certain  illicit  groups  are 
using  globalization's  interconnectedness  to  their  advantage.  We  have  seen  the  globalization  of 
markets,  but  we  are  only  now  beginning  to  see  the  globalization  of  the  underground.  As  the 
underground  is  similarly  intertwined  in  the  globalized  society,  its  operations  too  are  increasingly 
crossing  borders  and  advancing  into  new  territory.  As  such,  illicit  groups  are  coming  to  see 
cooperation  among  themselves  as  essential  to  their  continued  existence  in  this  internationally 
interconnected  world. 

Increased  communication  and  transportation  resulting  from  globalization,  for  example, 
have  eased  rapport  between  terrorist  groups,  organized  criminal  syndicates,  and  drug  cartels. 
The  accessibility  of  21"  century  technology  has  afforded  the  underground  the  opportunity  to 
better  conceal  their  activities,  while  the  rapid  unregulated  internationalization  of  financial 
markets  has  given  way  to  conditions  that  allow  them  to  more  easily  launder  their  profits  and 
finance  their  activities.  Coordination  and  cooperation  between  these  groups  have  been  advanced 
through   these   developments.      Make   no   mistake   -   the   underground   exploits   the   modem 
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advancements  that  stem  from  technology  and  globahzation  as  much  as  any  legitimate  society, 
business,  or  government. 

The  once  clear  distinctions  between  these  groups  have  begun  to  fade.  Terrorist  groups 
are  no  longer  engaged  solely  in  ideological  pursuits,  they  have  begun  to  take  on  some  of  the 
more  characteristic  behavior  of  criminal  groups.  Organized  criminal  syndicates  that  formerly 
were  predominantly  concerned  with  profits  in  the  black  market  have  begun  to  dip  into  the 
political  realm  as  well.  Drug  cartels  whose  sole  motivation  has,  as  a  matter  of  course,  been 
concerned  with  exploitation  of  the  drug  trade  for  profit  have  also  begun  to  cooperate  with  other 
interests.  In  the  literature,  established  connections  between  certain  groups  have  been  confirmed. 
Friedman's  Red  Mafiya,  Booth's  The  Dragon  Syndicates,  and  Robinson's  The  Merger 
substantiate  cooperation  between  criminal  organizations  themselves  as  well  as  the  beginnings  of 
cooperation  with  the  drug  cartels  and  terrorists.  Martin  and  Romano's  Multinational  Crime 
further  links  the  activities  of  organized  crime  to  terrorism  and  drug  trafficking.  Jordan's  Drug 
Politics  has  confirmed  connections  between  the  drug  cartels  and  terrorists  as  well  as  suggesting 
particular  links  to  organized  crime.  Various  Congressional  statements  have  confirmed 
connections  between  certain  drug  traffickers  and  terrorists  as  well  as  between  some  terrorists  and 
organized  crime.  Up  until  now,  instances  of  cooperation  have  largely  been  disparate  and 
disconnected.  We  are  only  beginning  to  see  multi-layered  cooperation  across  the  range  of  these 
groups.  Globalization  has  not  only  made  it  easier  for  these  groups  to  work  together  in  an 
increasing  number  of  dimensions,  it  has  also  made  it  more  effective  and  efficient.  The 
mechanisms  for  cooperation  are  in  place,  and  now  the  impetus  for  cooperation  among  these 
groups  is  on  the  rise. 
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The  drive  for  increased  collaboration  is  multi-pronged.  The  first  stems  from  the  changing 
financial  situation  of  teiTorist  groups.  As  cooperation  among  governments  has  come  to  the  fore 
in  international  politics,  state  sponsorship  of  terrorism  is  correspondingly  decreasing.  Cuba, 
Iran.  Iraq,  Libya,  North  Korea,  Syria,  and  Sudan  remain  the  only  countries  that  the  United  States 
State  Department  has  officially  designated  as  state  sponsors.  Further  still,  examples  abound  of 
even  these  states  making  efforts  to  shed  their  terrorist  labels.  Syria  surrendered  two  Libyan 
suspects  for  the  Pan  Am  103  bombing  tnals  in  1999,  and  the  Sudan  began  counter-terrorism 
discussions  with  the  United  States  in  2000.'  Sudan  has  even  taken  some  positive  counter- 
terrorism  efforts,  including  the  closure  of  the  Popular  Arab  and  Islamic  Conference  that  had 
served  as  a  forum  for  terrorists."  With  states  vying  for  a  respectable  position  in  the  international 
community,  being  labeled  a  "state  sponsor  of  terrorism"  has  become  a  gross  anathema.  In 
fornier  decades,  state  sponsors  have  supported,  harbored,  and  financed  the  majority  of  terrorist 
groups.  This  association  has  constituted  the  norm  until  very  recently.  As  states  cut  their  official 
connections  with  terrorists,  so  also  do  they  cut  the  purse  strings,  forcing  terrorist  groups  to 
pursue  new  options.  Terrorist  groups  have  characteristically  maintained  clandestine  networks 
and  have  preferred  to  remain  relatively  isolated;  however,  the  impetus  for  cooperation  with  other 
groups  arises  out  of  the  need  for  financial  backing  and  acquisition  of  weaponry  as  former  state 
sponsors  quit  supporting  them.  Terrorist  groups  are  thus  sent  in  search  of  funding. 

One  substantial  benefit  to  the  terrorist  groups  of  shedding  ties  to  former  state  sponsors  is 
that  they  are  no  longer  tied  to  their  sponsors'  certain  political  obligations.  Without  the  restrictive 
hold  of  state  sponsors,  terrorist  groups  are  free  to  pursue  their  own  objectives  in  a  progressively 
unchecked  manner.    In  part,  the  increasing  frequency  and  lethality  of  terrorism  can  attest  to  the 
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decline  of  the  influence  of  state  sponsors.  In  addition,  the  internal  functioning,  organization,  and 
financing  of  terrorist  groups  are  also  left  to  the  discretion  of  the  groups  themselves. 

The  collapse  of  the  former  Soviet  Union  left  many  leftist  terrorist  groups  around  the 
world  without  support.  The  end  of  the  Cold  War  took  away  the  ideological  thrust  for  support  of 
leftist  movements.  Middle  Eastern  terrorist  groups  as  well  had  received  direction  as  well  as  a 
great  deal  of  aid  in  the  past  from  Iraq,  Syria,  and  Lebanon.  As  states  are  gradually  diminishing 
their  support  as  a  result  of  their  growing  concern  with  their  own  status  in  the  international 
community,  the  terrorist  groups  are  cut  loose.  Whereas  state  sponsors  previously  maintained 
some  semblance  of  control  over  the  actions  and  activities  of  terrorist  groups,  they  now  maintain 
little  to  none. 

As  for  ideologies,  the  terrorist  groups  do  not  remain  unaffected  by  evolution  and 
transformations  in  their  broader  surroundings  -  globalization  is  increasingly  affecting  the 
ideologies  of  its  members.  The  new  generations  that  are  gradually  becoming  indoctrinated  into 
these  groups  to  eventually  lead  them  are  part  of  those  generations  that  are  most  directly  affected 
by  globalization.  As  expected,  they  will  also  see  the  prospects  inherent  in  globalization  resulting 
from  the  changed  international  atmosphere.  With  these  new  generations  comes  a  gradual  fading 
of  the  stringent  ideologies  that  once  so  strictly  defined  the  composition  of  these  groups.  As 
ideologies  relax,  the  exacting  courses  of  action  once  followed  also  loosen.  Options  that  were 
once  frowned  upon  within  the  strictures  of  ideology  now  become  accessible.  These  new  options 
allow  new  directions  within  the  organization's  internal  functioning  and  avenues  of  operation. 

In  the  first  real  movements  of  these  initiatives,  terrorist  groups  that  are  cut  off  from  their 
state  sponsors  are  beginning  to  engage  in  new  types  of  alliances.  They  seem  to  demonstrate  a 
relaxation  in  their  ideologies  that  is  permitting  cooperation  with  other  illicit  groups  -  organized 
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crime  and  Ihe  drug  cartels.  The  lure  of  the  "easy  money"  is  becoming  hard  to  resist,  as  these 
terrorist  groups  seem  to  be  left  with  few  options.  As  terrorist  groups  are  sent  in  search  of 
funding,  they  find  natural  alliances  in  organized  crime  and  the  operations  of  the  drug  cartels. 

Cooperation  with  terrorist  groups  is  also  being  initiated  by  organized  crime  and  the  drug 
cartels.  As  organized  crime  and  drug  cartels  extend  their  operations,  they  are  finding  that 
cooperation  among  themselves  and  with  terrorist  organizations  is  increasingly  indispensable. 
Mutual  benefits  are  obtained  from  these  relationships  -  a  general  pattern  of  cooperation  may 
emerge,  but  quite  a  few  variations  are  also  possible.  Symbiotic  relationships  emerge  where  one 
group  can  fill  a  particular  need  of  another.  In  general  terms,  terrorist  groups  have  the  obtainment 
of  funding  as  one  of  their  primary  concerns.  Resources,  of  course,  can  be  found  in  the  enormous 
profits  of  the  drug  trade.  Drug  cartels  have,  as  one  of  their  primary  concerns,  protection  of  their 
industry.  Terrorist  groups  can  perform  this  function  quite  well.  Intimidation  alone,  even  without 
actual  instances  of  violence,  can  deter  drug  interdiction  efforts. 

Organized  crime  can  also  become  directly  involved  with  the  drug  cartels,  exchanging 
money,  drugs,  weaponry,  and  even  their  own  protection  forces.  Though  most  organized  criminal 
groups  are  not  producers  of  drugs  themselves,  they  are  increasingly  forming  partnerships  with 
drug-producing  organizations  to  traffic  their  products  along  their  already-established  networks 
and  distribution  markets. 

Organized  crime's  involvement  with  terrorist  groups  has  been  limited  to  arms  exchanges 
thus  far,  but  as  cooperation  progresses,  it  is  likely  that  organized  crime  will  see  cooperation  with 
terrorist  groups  useful  as  the  latter  can  provide  certain  fronts  for  many  criminal  activities. 
Terrorist  groups  are  also  turning  to  criminal  groups  for  resources.  Resources  once  provided  by 
state-sponsors  are  not  easily  attainable  elsewhere.     As  criminal  groups  comer  the  market  in 
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providing  illegal  arms  and  limited-access  high  technology  items  as  encryption  software  and 
global  positioning  equipment,  terrorist  groups  are  increasingly  making  connections. 

The  role  of  organized  crime,  however,  can  be  a  myriad  one,  either  extending  singular 
associations  and  dealings  as  just  conjectured  or  serving  as  an  umbrella  group  for  cooperation.  As 
associations  between  the  two  groups  form,  the  inclusion  of  organized  crime  can  be  tertiary, 
becoming  involved  after  the  solidification  of  bonds  between  the  first  two.  The  role  of  organized 
crime  as  an  umbrella  is  hypothesized  to  operate  in  providing  arms  for  the  terrorist  groups  in 
return  for  profit,  and  possibly  drugs,  to  sell  on  the  black  market  which  the  terrorist  in  turn  obtain 
from  protection  of  the  drug  cartels.  Drugs-for-arms  deals  are  likely  to  increase  as  terrorist  groups 
will  come  to  require  more  and  more  supplies  and  technology  to  support  their  movements  and 
criminal  organizations  will  require  increasing  volumes  of  drugs  to  supply  their  ever  expanding 
markets. 

Alternatives,  however,  include  the  possibility  of  each  type  of  group  forming  their  own 
organic  assets  to  fill  such  roles  to  deal  with  the  inadequacies  in  their  own  operations.  However, 
as  the  international  community  puts  pressure  on  the  shortcomings  of  these  groups,  it  is  more 
likely  that  they  will  find  solutions  in  existing  organizations  that  are  better  equipped  to  deal  with 
certain  particularities.  (See  Table  1.  below  for  a  summary  of  the  motivations  for  cooperation). 


Table  1 .  Motivations  for  Cooperation 


Terrorist  Groups 

Organized  Crime 

Drug  Cartels 

NeedsAVants: 

Funds,  Weapons, 
Logistics:  Routes  and 
Infrastructure 

Profit  -  from  Drug  and 
Weapon  Sales,  Fronts 

Protection  of  Industry, 
Weapons 

Can  Provide: 

Protection  of 
Industry/Operations, 
Serve  as  Fronts 

Weapons,  Technology, 
Logistics:  Routes  and 
Infrastructure 

Drugs,  Logistics:  Routes 
and  Infrastructure 

Forbes     7 

Largely,  it  is  expected  that  terrorist  groups  and  drug  cartels  will  form  the  most  immediate 
alliances.  As  international  cooperation  on  issues  of  international  crime  increases,  especially  in 
fighting  the  drug  trade,  it  will  become  more  difficult  for  drug  cartels  to  operate  effectively.  The 
drug  trade's  fixed-based  system  of  production  creates  security  needs.  Terrorist  organizations  are 
expected  to  provide  security  for  the  cultivation,  processing,  and  transportation  of  drugs,  as  their 
presence  is  assumed  to  intimidate  both  local  and  international  police.  This  narco-terrorism,  in 
effect,  gives  the  drug  cartels  their  own  zone  of  operation  with  a  greater  assurance  of  keeping  the 
police  out.  In  return,  part  of  the  money  generated  from  the  operations  of  the  drug  cartels  is  paid 
as  a  service  fee  to  the  terrorist  groups  to  finance  their  own  operations.  Connections  are  more 
likely  to  occur  less  in  regard  to  ideology  and  more  with  respect  to  physical  geography.  Groups 
that  have  close  geographical  proximity  have  the  best  prospects  for  integration.  Mergers  of  this 
type,  though  most  likely  to  happen  first  in  Latin  and  South  America  and  the  Middle  East,  also 
have  suggestions  of  initial  stages  taking  place  in  Europe  and  Asia  as  well. 

In  more  advanced  stages  of  the  previous  relationships,  organized  criminal  syndicates  are 
likely  to  become  involved  in  a  not  so  tangled  web  of  three-way  associations.  Most  notable  here 
is  Russian  organized  crime,  as  they  have  already  begun  engaging  in  such  relationships.  But  also 
too,  Sicilian  organized  crime  and  the  Asian  Triads  along  with  others  are  likely  to  involve 
themselves  as  these  patterns  advance.  In  cases  already  involving  all  three  groups,  the  previous 
connections  largely  hold  with  the  organized  criminal  groups  so  far  limiting  themselves  mainly  to 
"arms-for-drugs"  deals;  but  evidence  has  surfaced  that  their  desire  for  deeper  association  is 
increasing.  With  increased  cooperation  between  terrorist  groups  and  the  drug  cartels,  it  will 
become  considerably  easier  for  integration  of  organized  criminal  syndicates.  (See  Figure  1. 
below  for  a  diagrammatic  representation  of  the  projected  avenues  for  cooperation.)  The  coming 
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together  of  these  groups  will  present  in  itself  a  formidable  obstacle  to  international  crime 
prevention  efforts.  The  intimidation  inherent  in  the  mere  appearance  of  unity  may  even  be 
enough  motivation  for  the  pretense  of  cooperation,  if  not  being  a  factor  in  forcing  the  actual 
cooperation  itself. 


Figure  1.  Avenues  (oi  Cooperation 
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Cases  that  are  showing  signs  of  cooperation  between  groups  of  the  underground  will  be 
focused  on,  delineating  the  types  of  cooperation  the  underground  is  already  pursing  as  well  as 
likely  courses  for  future  associations.  The  Revolutionary  Armed  Forces  of  Colombia  (FARC), 
for  example,  will  be  one  of  the  terrorist  groups  studied.  Once  a  communist  insurgency  group 
committed  to  overthrowing  the  Colombian  government,  this  group  has  now  transformed  into  one 
that  takes  an  active  role  in  the  drug  trade.  With  the  end  of  the  Cold  War,  Cuban  support  has 
dwindled  and  made  it  necessary  to  find  other  sources  of  funding.  FARC  has  since  cooperated 
with  the  Colombian  drug  cartels  as  well  as  the  Russian  mafia  in  certain  "arms-for-drugs"  deals 
mentioned  earlier.  FARC  is  seen  as  conforming  to  a  typical  pattern  within  predicted  stages  of 
cooperation. 
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As  globalization  progresses,  it  is  a  likely  result  that  more  associations  of  this  type  will 
emerge.  The  significant  factor  lies  in  the  unbounded  nature  of  the  possible  mergers  and 
amalgamations  that  could  result.  Organized  crime  and  drug  cartels  are  seldom  limited  by 
ideology.  Therefore,  teiTorist  groups  with  ideologies  across  the  board  all  possess  the  potential  to 
seek  these  types  of  alliances.  And  of  course,  with  terrorist  groups  now  largely  independent  from 
once  restrictive  state  sponsors,  they  are  free  to  pursue  new  objectives  and  agendas.  This  can  only 
spell  disaster  for  the  international  community.  Defining  the  problem  of  the  new  amalgam  will 
be  difficult  enough,  much  less  containing  it. 

The  "inflexible  Twentieth  Century  bureaucratic  entanglement  of  government  agencies" 
is  insufficient  to  counter  threats  of  this  nature.  Strategies  for  international  cooperation  are 
necessary  to  counter  transnational  threats.  Defining  exactly  what  is  being  targeted  is  of 
paramount  importance,  and  will  probably  be  one  of  the  largest  obstacles  as  these  groups  of 
terrorists,  drug  cartels,  and  organized  crime  merge,  change  shape,  and  even  simultaneously 
redefine  their  own  organizations  and  goals.  As  these  organizations  inevitably  shed  their 
domestic  character  and  form  international  connections,  the  response  will  be  entirely  inadequate  if 
it  is  left  solely  to  national  agendas  and  institutions,  as  exists  in  the  current  state  of  affairs. 

The  international  community  will  likely  find  itself  compelled  to  intervene  in  the  domestic 
affairs  of  the  countries  that  lodge  these  groups.  Strong  judicial  systems  and  social  organizations 
that  promote  democracy  and  combat  corruption  will  be  a  necessary  component  of  countering  the 
threat.  However,  the  international  community  must  realize  that  this  developmental  aid  could  be 
a  major  source  of  contention  with  the  states  involved  and  assistance  may  be  resisted,  making  the 
task  even  more  problematic. 
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As  these  conlemporary  threats  develop  and  emerge,  the  categories  that  the  international 
community  uses  to  define  and  combat  these  specific  threats  will  no  longer  be  adequate.  The 
purpose  of  this  thesis  is  to  examine  the  current  trends  in  the  convergence  of  terrorist  groups, 
organized  crime,  and  the  drug  cartels,  and  to  postulate  expected  paths  and  forms  of  cooperation, 
thus  formulating  the  first  step  in  assessing  this  new  and  forthcoming  threat.  As  a  result  of  the 
analysis  of  the  predicted  forms  that  these  groups  will  take  as  well  as  the  extent  of  their 
cooperation,  policy  recommendations  will  be  considered.  This  issue  is  one  best  addressed  by  the 
international  community  before  these  groups  gain  the  advantage  and  catch  the  world  unaware. 
The  policy  implications  of  this  study  are  significant. 

The  criminal  underground  is  evolving  into  a  new  global  force  that  defies  conventional 
definition.  Its  reach  and  spread  is  crossing  borders  and  its  expansion  is  going  virtually 
unchecked.  The  rise  of  cooperation  between  terrorists,  organized  crime,  and  the  drug  cartels  are 
likely  to  exert  an  unprecedented  influence  on  worid  affairs.  Why  is  this  happening?  What  forces 
-  both  within  the  illicit  groups  themselves  that  comprise  the  underground  and  throughout  the 
international  community  as  a  whole  -  are  facilitating  this  process?  More  importantly,  what  if 
anything  can  be  done  about  this  new,  more  encompassing  challenge  to  international  security? 

This  thesis  will  explore  these  questions  and  identify  the  direction  that  these  groups  are 
likely  to  take.  An  examination  of  the  historical  background  of  each  group  will  be  followed  by 
the  change  in  conditions  that  have  given  rise  for  each  group's  individual  impetus  towards 
cooperation.  Next,  this  thesis  will  look  at  why  cooperation  within  the  underground  is  likely  to 
become  a  formidable  international  security  challenge.  Of  note  will  be  the  traditional  security 
postures  of  the  international  community  and  why  this  is  a  problem,  which  will  be  followed  by 
particular  cases  of  concern  that  are  already  exhibiting  the  patterns  of  cooperation  outlined  here  as 
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well  as  predictions  of  future  ones.  Security  threats  of  the  future  are  hkely  to  encompass  what  we 
are  seeing  in  the  security  threats  of  today;  however,  they  are  Hkely  to  take  on  a  much  different 
form  and  therefore  evolve  into  a  substantially  altered  threat.  Conclusions  will  be  drawn  as  why 
these  groups  will  come  to  pose  an  increasing  threat  in  the  not  so  distant  future. 
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II.  Terrorism 

A.  Introduction  to  Current  Conflicts 

At  the  turn  of  the  twentieth  century,  Western  dominance  of  international  society  was  at 
its  height.  There  was  a  sense  of  assurance  and  soHdarity  among  the  Western  nations  of  their 
position  in  the  world  hierarchy  and  of  their  subsequent  moral  purpose.  Though  there  were  innate 
differences  of  opinion  and  divergences  within  the  internal  politics  of  these  great  power  nations, 
their  appearance  to  outside  nations  was  that  of  unity  and  cohesion.  Globalization  and 
interdependence  developed  during  this  century,  which  had  as  its  hegemon  the  authority  of 
Western  nations  and  their  ideology.  Through  colonial  expansionism,  their  presence  was  felt  and 
ideology  spread  over  literally  the  entire  globe  -  reaching  into  every  continent  and  into  practically 
every  society.  The  roots  of  modem  international  society  thus  developed  and  the  subsequent 
foundations  for  international  order  were  therefore  taken  from  Western  ideology  and  its  inherent 
Christian  principles. 

International  society,  as  it  developed  from  stages  of  domination  in  the  early  part  of  the 
century  within  its  general  politics  of  colonialism  to  its  later  stages  of  cooperation  regarding  equal 
status  among  nations,  developed  and  progressed  according  to  Western  norms  and  allowances. 
The  appeals  for  self-determination  among  former  colonial  territories  came  not  through  their 
traditional  domestic  forms,  but  through  appeals  to  the  Western  principles  and  standards  of 
equality  among  nations  and  national  self-determination.  The  preeminence  of  Western  power  and 
authority  compelled  its  ideological  expansion  to  form  the  principles  upon  which  the  current 
international  society  and  order  is  based. 

International  order  and  the  principles  upon  which  it  was  based  now  face  a  two-pronged 
challenge.  The  first  comes  from  a  desire  to  completely  do  away  with  the  current  system.   Much 
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of  this  challenge  is  embedded  in  the  extremes  of  religion,  especially  Islam,  as  it  opposes  the 

underlying  principles  that  buttress  the  current  international  order.    The  second  challenge  comes 

from  the  consequences  of  increasing  dissatisfaction  of  groups  within  the  current  organizational 

structure,  which  is  just  as  capable  of  undermining  the  system  and  international  order  from  within. 

Ethno-cultural  conflicts,  whose  redresses  are  presently  contained  within  the  framework  of  the 

e,\isting  international  system,  can  thus  also  have  destabilizing  consequences. 

The  one  absolutely  certain  way  of  bringing  this  nation  to  ruin,  of  preventing  all 
possibilities  of  its  continued  existence  as  a  nation  at  all,  would  be  to  permit  it  to  become  a 
tangle  of  squabbling  nationalities. 

Theodore  Roosevelt  once  said  this  concerning  the  United  States;  however,  it  has 

applications  to  international  society  as  well.    The  question  that  remains  is  how  to  cope  with 

pluralism  in  the  political,  social,  and  economic  spheres.   Therefore,  what  implications  do  these 

types  of  conflicts  have  for  the  international  community  and  the  order  within?  The  answer  to  this 

question  cannot  be  considered  in  isolation  from  its  historical  background  and  development,  but 

an  immediate  answer  remains  elusive. 

B.  Threats  Emanating  from  Religious/Ideological  Conflicts 

The  foundation  upon  which  the  precarious  international  order  is  based  has  been  looked 
upon  as  culturally  biased  towards  the  morality  of  Western  nations  whose  underpinnings  are 
exceedingly  Christian.  Throughout  most  of  the  previous  century,  other  cultures  and  civilizations 
have  been  complacent  about  this  international  order,  primarily  because  of  the  political  and 
economic  coercive  abilities  of  Western  nations  and  their  perceived  lack  of  ability  to  do  anything 
about  it.  The  situation  has  changed.  Numerous  independent  power  centers  have  emerged  around 
the  world.    With  the  oil  boom  in  the  1970"s  and  the  subsequent  wealth  that  followed,  one  of 
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those  centers  emerged  in  the  Islamic  Middle  East,  notably  in  states  such  as  Libya.  With  their 
newfound  economic  influence.  Islamic  nations  were  given  the  means  necessary  to  assert  their 
own  ideologies,  as  they  now  had  something  with  which  to  give  it  weight.  Prior  to  this,  there  was 
a  need  to  carry  out  pohcy  within  the  Western  framework;  however,  with  the  economic  strength 
that  these  nations  now  have,  it  becomes  possible  to  present  a  different  rhetoric  with  different 
interpretations  on  international  policies. 

There  are  numerous  such  conflicts  pervading  both  domestic  and  international  politics 
through  cultural,  religious,  and  ethnic  differences;  however,  the  most  conspicuous  conflicts  have 
stemmed  from  religious  differences  between  Islam  and  Christianity.  There  were  several  reasons 
for  the  Islamic  assertion  and  challenge  to  Western  ideologue  principles.  In  the  1967  war  with 
Israel,  the  defeat  of  the  Muslim  countries,  primarily  Egypt,  Syria,  and  Jordan,  devastated  these 
states  ideologically  and  led  to  a  general  rethinking  of  their  basic  principles.  The  subsequent  loss 
of  Jerusalem  led  to  an  indignation  that  in  many  ways  united  these  states  together  and  reaffirmed 
their  commitment  to  their  Islamic  mores. 

The  modernization  that  accompanied  the  international  spread  of  Western  ideology  upset 
the  traditional  life  in  these  Islamic  states  and  the  resulting  effects  were  thus  deemed  as 
unacceptable.  The  globalization  that  occurred,  primarily  through  strange  and  alien  Western 
values,  led  to  a  search  for  identity  among  Islamic  nations  that  basically  led  to  a  return  to  the 
commonality  of  their  own  shared  cultural  views.  Contrary  to  popular  opinion,  there  is  nothing  in 
the  nature  of  Islam  that  precludes  it  from  modernization.  However,  the  challenge  it  has 
presented  to  the  principles  of  international  society  has  basically  taken  the  form  of  an  aspiration  to 
assert  some  Islamic  strategies  in  international  development  to  counter  those  of  the  Western 
paradigm.    It  is  imponant  to  note  here,  that  the  main  conflicts  in  international  order  regarding 
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culture  are  between  those  of  the  Western  and  Islamic  paradigms,  as  those  seem  to  be  the  only 
two  with  universal  claims  within  their  ideologies. 

Combinations  of  both,  thus  far,  have  met  with  varied  success.  Take  for  example  the  case 
of  Iran  -  the  Shah  was  overthrown  because  his  "White  Revolution"  brought  rapid  and  unpopular 
Westernization.  A  subsequent  return  to  traditional  Islamic  values  was  then  asserted  by 
Khomeini.  What  efforts  were  praised  in  the  West  were  condemned  within  the  Middle  East. 
Efforts  to  reconcile  traditional  Islamic  with  Western  values  have  seemed  quite  precarious. 

Attempts  to  reconcile  such  varied  cultures  in  the  realm  of  international  order  are  difficult 
at  best.  Since  Western  ideology  is  already  firmly  established  in  international  society,  integrating 
different  and  sometimes  contradictory  Islamic  values  into  the  considerations  for  order  will  be 
quite  problematical.  The  foundations  of  the  two  cultures  are  quite  disparate,  and  thus  their 
outlook  on  international  relations. 

Western  ideology  is  embedded  in  the  principles  of  individualism  and  equality. 
International  order  is  founded  upon  the  premise  of  the  nation-state,  sovereignty,  and  the  principle 
of  non-intervention.  International  law  is  based  on  mutual  consent  and  reciprocity.  The  United 
Nations  is  the  current  embodiment  of  these  philosophies. 

Islamic  theories  on  international  relations,  however,  traditionally  depict  a  different 
situation  entirely.  Islam,  in  its  most  traditionalist  view,  recognizes  no  other  state  than  its  own 
and  does  not  accord  equal  legitimacy  to  any  other  type  of  regime.  Since  Islamic  law  -  Shari'  a  - 
is  viewed  as  the  expressed  will  of  God,  it  is  therefore  the  most  perfect  and  just,  and  hence 
demands  universal  application. 

Islam  views  the  division  of  the  world  based  not  on  nation-states,  but  on  the  land  of  the 
believers  -  dar  al-lslam,  and  the  unbelievers  -  dar  al-harb,  or  the  people  of  the  territory  of  war 
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(liarhis).  In  theory,  the  two  are  always  at  war  -  with  the  goal  of  universal  Islam  with  jihad  as  its 
instrument.  Jus  in  hello  in  Islam  is  characterized  differently  than  in  the  West  -  any  use  of  jihad 
against  the  enemy  is  viewed  as  just.  Of  course,  this  can  lake  on  varied  forms  -  religious 
propaganda,  war  both  psychological  and  political,  and  of  course  violent  military  action.  The 
raison  d'  etre  of  jihad,  then,  is  the  eventual  disappearance  of  the  dar  al-harb.  The  former 
dormancy  of  jihad  had  led  to  a  general  habituation  to  the  permanency  of  laws  of  peace.  This, 
however,  is  obviously  changing. 

Besides  this  cultural  difference  in  views  on  international  society,  the  basis  for  Islamic  law 
also  differs  substantially.  Islamic  law  is  based  on  Qur'anic  revelations  and  traditions  associated 
with  the  Prophet  Mohammad.  Reason,  here,  is  deduced  from  the  opinions  of  caliphs  and  jurists 
on  their  interpretations.  Western  principles  of  constitutional  and  criminal  law,  especially  in 
regards  to  the  status  of  the  individual,  are  generally  irrelevant  for  the  well  being  of  Islamic 
societies.  Western  laws,  though  prevalent  throughout  international  implementations,  are  not  in 
any  consistent  manner  part  of  the  convictions  and  customs  of  Islamic  societies  and  hence  are  not 
accepted  as  applicable  principles. 

Therefore,  one  of  the  greatest  threats  to  international  security  comes  from  fundamental 
Islamic  extremist  groups.  These  groups  do  not  exhibit  the  same  restraint  that  the  mainstream 
Islamic  groups  do  -  they  believe  unreservedly  in  the  righteousness  of  jihad  and  their  actions 
remain  ideologically  unrestricted  in  its  use.  From  the  mid-seventies  to  the  mid-eighties,  it  is 
notable  that  the  number  of  religious  terrorist  groups,  most  of  which  were  Islamic  in  outlook, 
increased  six-fold."*  HAMAS,  Hezbollah,  the  Palestinian  Islamic  Jihad,  and  the  Islamic  group 
are  some  such  groups.  Emerging  in  the  I970's  and  1980's,  these  Islamic  extremist  groups  have 
the  United  States  and  other  Western  nations  as  their  general  enemy  and  a  number  of  Middle 
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Eastern  governments  as  their  sponsors.  Iran,  for  example,  supported  the  hostage  crisis  of  1979- 
1981,  the  1993  bombing  of  the  Marine  banacks  in  Beirut,  and  the  i<idnapping  of  15  Americans 
held  hostage  in  Lebanon  between  1984  and  1991.^  Though  these  groups  are  factious  and  have 
different  end  goals,  the  lack  of  central  coordination  does  not  prevent  cooperation  and 
collaboration. 

Radical  Islamic  groups  have  incited  Sunni  Muslims  to  support  revolutionary  terrorism  in 
Egypt  and  Algeria  as  well  as  Shia  Muslims  being  incited  by  Iran.^  Further,  Sudan  has  become 
the  "new  Lebanon"  in  hosting  a  wide  variety  of  terrorist  groups  and  is  becoming  an  important 
connection  for  Shia  Iranian  radical  groups  and  Sunni  Arab  radicals.^  Iran  especially  maintains 
liaisons  with  most  of  the  Islamic  fundamentalist  groups,  with  Iranian-sponsored  attacks  actually 
increasing  within  the  overall  atmosphere  of  declining  state-sponsored  attacks. 

Many  radical  Islamic  movements  outlawed  in  their  own  countries  find  sanctuary  in  the 
West,  lambasting  their  host  countries  while  taking  advantage  of  open  political  systems,  the 
ability  to  travel  freely,  organize,  raise  funds,  recruit  new  members,  and  support  underground 
opposition  movements  and  direct  terrorist  activities.^  Germany  has  long  been  a  base  of  Islamic 
extremism,  with  German  intelligence  officials  estimating  that  about  700  Arab  extremists  and 
42,000  other  foreign  extremists  live  and  operate  within  their  borders. 

The  main  threat,  emanating  primarily  from  the  Middle  East,  comes  from  radical  Islamic 
extremists  who  have  superceded  radical  nationalists  in  both  the  capacities  of  their  organization  as 
well  as  their  growing  requirements  for  increased  carnage  and  violence.  The  more  rigidly 
organized  Palestinian  groups  were  easier  to  track  and  infiltrate,  often  corrupt  themselves  and 
therefore  susceptible  to  bribery  -  infighting  between  rivals  also  led  them  to  provide  information 
on  each  other."   The  radical  Islamic  groups  that  pose  such  a  threat  now  are  organized  in  a  more 
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ad  hoc  manner,  often  with  compartmentalized  cells  that  have  little  or  no  information  about  their 
counterparts  and  higher-ups.  Moreover,  it  is  often  difficult  to  decipher  the  precise  motives  of 
these  radical  groups.  The  Palestinian  groups  before  limited  their  targets  and  clearly  expressed 
their  motives  so  as  to  persuade  the  international  community  to  support  the  creation  of  a 
Palestinian  state.  These  radical  groups  to  not  share  the  same  sentiments.  Many  terrorist 
organizations  are  experiencing  devolution  into  smaller  splinter  groups  that  are  often  the  ultra- 
radical enforcers  of  the  extreme  ends  of  an  ideology.  These  groups  will  use  unconventional 
tactics  to  carry  out  the  most  atrocious  acts.'"^  These  groups  often  use  terrorism  to  punish  Western 
powers,  not  influence  them,  and  to  inspire  other  Muslims  to  rise  up  against  the  West  -  the  World 
Trade  Center  bombing  of  1994  and  the  September  ll""  attacks  were  meant  to  demonstrate  the 
power  of  Islamic  radicals  and  the  vulnerability  of  the  US.'^  Influencing  the  international 
community  was  not  a  priority. 

Reasons  outlined  for  terrorist  groups  to  perpetuate  a  Chemical,  Biological,  Radiological, 
or  Nuclear  (CBRN)  type  of  attack  include  "desire  to  kill  as  many  people  as  possible  as  a  means 
to  annihilate  their  enemies,  to  instill  fear  and  panic  to  undermine  a  governmental  regime,  to 
create  a  means  of  negotiating  from  a  position  of  unsurpassed  strength,  or  to  cause  great  social 
and  economic  impact."''*  It  is  thus  reasonable  to  assume  that  the  most  likely  threats  of  CBRN 
attacks  should  come  from  religious  and  ideological  extremists.  Moreover,  these  groups  would 
likely  possess  a  deep-seated  hatred  for  opposing  ideological  and  religious  groups  and  further  be 
unwilling  to  tolerate  their  very  existence,  giving  ample  justification  for  an  attack  with  Weapons 
of  Mass  Destruction  (WMD).  Groups  openly  embodying  these  characteristics  are  Islamic 
extremists  and  ideological  apocalyptic  groups  such  as  Aum  Shinrikyo.    Setting  a  precedent,  the 
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attack  in  1995  by  Aum  Shinrikyo  may  cause  terrorists  to  now  feel  less  constrained  in  possible 
uses  of  CBRN  weapons  in  future  attacks.'^ 

From  an  Islamic  perspective,  the  conduct  of  foreign  relations  and  the  imposition  of  an 
international  order  by  the  West  have  been  both  Machiavellian  and  coercive.  Distinct  barriers  to 
reconciliation  between  the  two  cultures  exist  under  their  ideologies.  Western  nations  in  general 
have  failed  to  recognize  the  legitimacy  of  Islamic  principles  under  international  law.  Under 
Islam,  the  rule  of  law  in  international  society  is  illegitimate  and  hence  it  is  not  given  recognition. 

Concepts  of  morality  and  justice  innately  develop  from  cultural,  national  or  religious 
traditions  and  institutions.  Therefore,  universal  standards  are  inherently  less  suitable  or 
acceptable  than  localized  ones.  The  realization  of  globalization  within  the  community  of  nations 
has  inevitably  led  to  conflict.  There  is  seldom  conflict  in  isolation,  but  with  interdependence,  the 
need  for  an  international  order  and  relations  among  states  of  various  ideologies  has  led  to  a 
question  of  just  what  to  base  that  order  upon.  Whether  or  not  there  is  a  desire  to  totally  push 
back  Western  ideology,  Islam  can  still  pose  a  challenge  to  the  international  order  with 
destabilizing  consequences.  As  much  as  Islamic  extremists  are  a  threat  to  international  order, 
they  are  also  a  threat  in  a  number  of  regions.  Radical  Islamic  terrorists  are  a  far  greater 
immediate  threat  to  moderate  regimes  in  the  Middle  East  than  in  the  West  -  Islamic 
revolutionary  movements  seeking  the  overthrow  of  the  governments  in  Egypt  and  Algeria  would 
send  shock  waves  throughout  the  Arab  world. 

However,  the  one  principle  that  has  generally  gained  international  acceptance  across  the 
board  is  that  of  the  nation-state.  Whether  through  the  logic  of  anti-colonialism,  the  impact  of 
political  socialization,  or  from  sheer  inertia.  Islamic  societies  have  politically  accepted  this  form 
of  international  organization.     Even  the  Organization  of  the  Islamic  Conference  has  "non- 
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interference  in  the  domestic  affairs  of  member  states"  and  the  'respect  of  the  sovereign, 
independent,  and  teiritorial  integrity  of  each  member  state"  as  principles  in  Article  II  of  its 
Charter.'^  Culture  can  adapt  as  seen  through  the  acceptance  of  the  nation-state,  and  future 
compromises  vvili  no  doubt  be  in  order.  Though,  even  with  the  internalization  of  some  of  these 
principles,  others  are  left,  it  seems,  outside  the  scope  of  universal  reconciliation.  For  example, 
many  Islamic  societies  have  ideological  issues  with  the  Universal  Declaration  of  Human  Rights 
-  especially  in  regards  to  particular  human  rights  themselves,  the  role  of  women  in  society,  and 
the  freedom  to  change  religions. 

Thus,  relations  between  the  West  and  the  Islamic  world  have  been  characterized  by 
skepticism  and  uncertainty.  With  the  changed  circumstances  surrounding  international  politics. 
Islamic  societies  have  in  general  pushed  aside  most  of  their  traditionalist  views  in  favor  of 
accommodating  politics  that  will  look  after  their  interests  in  the  international  society.  However, 
the  problem  remains  with  those  fundamental  issues  that  cannot  be  reconciled.  As  there  is  a  basic 
disagreement  over  the  moral  and  essential  principles,  the  foundations  for  any  type  of 
international  society  will  also  be  disputed.  There  has  been  no  globalization  of  culture,  and  hence 
destabilizing  effects  can  ensue  from  the  clash  between  fundamental  ideologies.  The  events  of 
September  1 1'*^,  2001  are  likely  only  a  precursor  as  to  what  may  come  from  religious  clashes. 

C.  Threats  Emanating  from  Ethno-Cultural  Conflicts 

Following  the  World  Wars,  the  collapse  of  empires  was  met  with  rising  nationalism  of 
formerly  subjugated  peoples  and  calls  for  their  own  national  self-determination.  After  the  Cold 
War  as  well,  former  states  of  the  USSR  went  through  parallel  processes.  The  principle  of  self- 
determination  championed  by  Wilsonian  politics  had  its  historical  ties  to  the  de-colonization  of 
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the  former  European  and  Weslem  empires.  At  the  end  of  the  First  World  War,  the  right  of  self- 
determination  was  proclaimed  as  universal  and  for  all  peoples  but,  in  fact,  its  only  practical 
application  at  the  time  was  limited  mainly  to  Europe.  Following  the  Second  World  War,  the 
disintegration  of  overseas  empires  left  untouched  in  the  first  round  of  -  were  shaped  against  the 
principle  of  subjection  of  people  to  alien  rule.  The  territorial  settlement  of  Eastern  Europe,  the 
Balkans,  and  the  Middle  East  were  directly  affected  by  the  collapse  of  the  German,  Russian, 
Austro-Hungarian,  and  Turkish  empires.  The  earlier  de-colonization  involved  the  somewhat 
internationally  accepted  norm  of  restoring  the  rights  of  a  peoples'  former  sovereignty  under  the 
principle  of  self-determination.  Now,  the  implications  of  the  term  have  principally  changed. 

As  the  world  is  coming  together,  it  is  also  falling  precipitously  apart  -  and  with  this 
increased  interdependence,  some  peoples  are  falling  back  amongst  their  nationalistic 
tendencies.'^  As  notions  of  Western  human  rights  are  gradually  permeating  through  various 
societies  and  cultures,  some  groups  are  embracing  these  concepts  as  the  basis  for  establishing 
their  own  distinctive  sovereignty  and  rights  postures.  Old  ethnicities  and  cultures  are  developing 
into  a  new  form  of  nationalism  that,  in  many  cases,  is  developing  into  separatist  movements. 
These  new  nationalisms  are  using  insurgency,  civil  war,  and  even  terror  to  achieve  their 
separatist  aims. 

The  rising  nationalism  throughout  the  world  has  led  to  a  revival  of  ambitions  for  self- 
determination.  Self-determination,  however,  does  not  automatically  include  the  right  to 
secession.  Arguably,  the  world  is  embracing  a  new  kind  of  nationalism  -  one  that  could  have 
destabilizing  consequences  in  the  international  arena  and  also  be  especially  difficult  with  which 
to  deal.  The  lack  of  an  international  structure  to  deal  with  such  separatist  claims  and  the  obvious 
resistance  of  governments  to  provide  any  accommodation  has  generally  led  to  the  use  of  extreme 
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means  by  the  disparate  groups.  Claims  for  nationalist  separatist  movements,  though  much  of  the 
international  community  is  sympathetic,  cannot  easily  be  reconciled  within  an  international 
society  whose  foundations  are  based  on  respect  for  sovereignty  of  the  state.  The  question  of  self- 
detemiination  is  most  problematic  as  it  defines  the  very  entities  entitled  to  participate  in 
international  relations.''^  As  in  the  archetypical  case  where  governments  are  not  accessible  to,  or 
representative  of,  particular  groups,  separatist  claims  are  justified.  Unfortunately,  through 
globalization  and  mass  communication,  terrorism  is  becoming  increasingly  popular  as  a  means  to 
achieving  these  goals.  Now  that  terrorism  has  become  prevalent,  other  forms  of  violence  are 
viewed  as  inferior  and  incapable  of  achieving  the  same  ends  as  effectively.  Terrorism  has  been 
termed  a  political  virus  -  now  that  it  has  infected  manipulations  on  the  political  scene,  it  must  be 
used  to  give  credence  to  any  determined  movement." 

A  feature  of  this  new  nationalism  involves  separatist  groups  with  both  political  and 
terrorist  divisions.  In  current  mainstream  politics,  armed  struggle  can  no  longer  be  justified 
when  there  is  a  possibility  for  dialogue  between  the  existing  state  and  the  national  minority 
involved.""'  Therefore,  when  political  discussion  becomes  unaccommodating  or  deliberately 
sluggish,  these  movements  may  resort  to  violence  in  the  form  of  terrorism.  The  political  side  can 
formally  disassociate  itself  from  the  terrorist  activities,  while  covertly  remaining  intertwined. 
This  makes  negotiations  extremely  difficult.  The  Irish  Republican  Army  in  Northern  Ireland  can 
carry  out  terrorist  activities  while  being  politically  disassociated  from  their  counterpart  Sinn 
Fein.  Similarly,  ETA  separatists  of  the  Basque  region  also  have  both  political  and  terrorist  wings 
within  their  organizations. 

The  Basque  conflict  is  one  that  appropriately  represents  an  old  ethnicity  turning  into  a 
new  nationalism.  The  restrictive  nature  of  the  Spanish  state  under  Franco  caused  the  national 
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frustration  that  found  its  only  outlet  in  political  violence.'^  Even  after  the  Spanish  state  achieved 
a  democratic  constitutional  monarchy,  political  violence  continued.  Spain  officially  recognized 
three  provinces  (Alava,  Guipuzcoa,  and  Vizcaya)  as  "the  Basque  country,"  however  the 
separatists  wanted  yet  another  province  included  -  Navaua  -  and  also  a  part  of  southern  France 
to  create  a  homeland  for  over  three  million  Basques.  The  political  wing  of  the  movement  -  Herri 
Batsuna  -  has  achieved  some  political  success.  Whether  it  has  been  helped  or  hindered  by  its 
teiTorist  wing  -  Euskadi  ta  Askatasuna,  or  ETA  -  is  questionable,  but  it  remains  that  since  its 
formation  in  1959  they  have  killed  over  eight  hundred  people.  It  has  also  quite  assuredly  gotten 
stronger  as  its  violence  has  also  become  more  terrorist  in  nature  over  the  past  decade.  For 
example,  in  June  of  1995  Gregoria  Ordonoz  was  assassinated  and  an  attempt  was  made  on  Prime 
Minister  Jose  Maria  Aznar  with  a  car  bomb  in  1995.""   Both  are  members  of  the  conservative 
Popular  Party,  the  current  focus  of  ETA  violence  as  the  party  has  taken  a  strong  stance  against 
the  Basque  separatist  movement.  On  January  21,  2000  the  ETA  ended  its  cease-fire  agreement. 

Some  ethnic  separatist  movements,  faced  with  declining  economies  and  political  power, 
have  changed  their  goals  from  influencing  the  existing  governments  to  their  actual  destruction. 
Terrorism  mingled  with  other  forms  of  political  violence  has  been  used  in  attempt  to  win  over 
their  counterparts  to  facilitate  toppling  the  government.  Oftentimes,  terrorism  can  provoke 
retaliation  by  the  governments  in  power  that  can  change  the  popular  view  of  who  the  actual 
aggressor  is.  If  the  group's  efforts  fall  short  of  its  aims,  terrorism  is  then  used  to  intimidate  the 
people  into  compliance.  The  goal  of  these  terrorist  insurgent  groups  is  to  undermine  the 
established  government  by  creating  chaos  to  subsequently  establish  their  own  areas  of 
dominance.  The  fact  that  the  left/right  distinctions  have  largely  disappeared  gives  these  groups 
somewhat  more  of  a  staying  power  where  they  can  draw  on  a  larger  reservoir  of  public  support. 
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The  challenge  that  the  Sikhs  of  the  northwest  Punjab  pose  to  India's  democracy  is 
significant.  Sikh  religious  nationalism,  discreetly  backed  by  Pakistan,  combines  with  the 
teachings  of  its  militant  guru  in  attempt  to  dismember  the  current  state  of  India  and  establish  a 
"Khalistan."  Here,  the  interdependence  of  religion  and  nationalism  has  manifested  its  violence 
mainly  against  the  Indian  government,  but  terrorist  attacks  have  also  been  carried  out  against  the 
Hindus  residing  in  the  Punjab  and  also  against  other  Sikhs  who  have  offended  the  militants, 
usually  resulting  from  some  form  of  collaboration  efforts  or  failures  to  pay  various  extortions." 
Unfortunately,  the  acts  of  terrorism  are  actually  helping  their  cause  by  raising  the  national 
consciousness  of  their  own  people.  As  the  Hindus  retaliate,  Sikh  alienation  may  become  even 
more  widespread.  Under  the  Sikh  religion  and  value-system,  the  fight  itself  is  an  honorable 
pursuit  whether  its  ultimate  goals  are  subsequently  achieved  or  not.  If  the  economy  declines,  but 
subsequently  industrializes,  "honorable"  employment  becomes  less  obtainable  and  further  people 
may  be  driven  into  an  honorable  employment  within  the  terrorist  sphere.  As  terrorist  insurgency 
is  deeply  rooted  into  the  Sikhs'  accepted  traditions,  it  seems  unlikely  that  the  nationalist 
separatist  pursuits  of  the  Sikhs  will  be  able  to  be  reconciled  with  India's  commitment  to  a  secular 
democracy. 

The  fight  for  national  independence  against  a  central  state  government  is  an  old  tradition. 
The  fornier  Czechoslovakia,  Yugoslavia,  and  also  the  Soviet  Union  were  dismantled  along 
ethnic/nationalist  lines,  just  as  Germany  was  reunited  on  the  same  basis.  However,  the  ideas  of 
nationalist  separatist  movements  are  gaining  ground  with  ever  smaller,  but  still  distinct, 
ethnic/religious  minorities  and  posing  a  problem  for  the  principle  of  state  sovereignty  and  the 
whole  of  international  order.  New,  as  well  as  old,  nationalist  struggles  are  finding  that  terrorist 
violence  is  becoming  their  best  alternative.     The  problems  with  these  types  of  nationalist 
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terrorists  are  that  they  pursue  no  predictable  ideology  or  strategy.  In  their  different  forms,  they 
may  choose  an  urban  or  a  rural  focus,  a  preponderance  of  political  action  over  violence  or  vice 
versa,  and  they  may  direct  their  attacks  against  a  hostile  arniy,  the  police,  civilians,  or  others. ^^ 

As  another  example  of  a  transformation  from  the  former  variant  of  nationalism  to  the  new 
more  terrorist  is  that  of  the  Kurdish  Workers'  Party  (PKK).  The  plight  of  the  Kurds  rests  within 
an  historical  struggle  to  establish  a  Kurdish  state  in  southeastern  Turkey.  In  1974,  the  group 
emerged  as  a  Marxist-Leninist  movement.  However,  they  have  abandoned  this  ideology  and 
moved  from  a  rural-based  insurgency  to  one  that  actively  includes  urban  terrorism.  The 
terrorism  has  mainly  been  focused  on  damaging  Turkey's  tourist  industry  -  bombing  tourist  sites 
and  hotels  and  kidnapping  foreign  tourists.  In  March  1994,  the  PKK  exploded  a  bomb  in  the 
gardens  of  the  Saint  Sofia  Mosque  and  Museum  in  Istanbul  -  three  tourists  were  injured.'^ 

In  dealing  with  the  current  upsurges  of  nationalism  and  the  violence  it  sometimes  brings, 
it  is  necessary  to  look  at  the  characteristics  of  the  particular  type  of  terrorism  it  may  provoke. 
While  it  may  be  true  that  one  man's  terrorist  is  another  man's  freedom  fighter,  this  is  especially 
applicable  to  ethnic/separatist  movements.  The  duality  implied  here  will  be  viewed  differently 
depending  on  perspectives.  As  a  means  to  achieving  autonomy,  terrorism  may  be  used 
predominantly  in  either  of  two  ways.  As  an  initial  step  to  provoke  internal  civil  war,  terrorism 
may  be  used  primarily  as  the  force  that  can  later  be  abandoned  in  favor  of  more  conventional 
means  if  prospects  for  success  improve.  Here,  the  aim  is  to  gain  recognition  for  their  particular 
cause  and  demonstrate  dedication  to  it,  thereby  forcing  the  government  in  power  into  either 
political  concessions  or  alternatively  into  a  civil  war  in  which  the  separatists  may  gain  their 
independence.  Conversely,  if  methods  of  expressing  their  aims  through  traditional  conventional 
channels  have  failed  or  been  ignored,  the  separatists  may  resort  to  terrorism.  The  latter  case  has 
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been  the  most  historically  prevalent  and  is  the  most  dangerous  essentially  for  its  persistent 

tendencies.     It  is  questionable  whether  these  types  of  nationalist  ethnic  separatist  groups  are 

terrorists  per  se,  but  they  most  certainly  at  times  engage  in  terrorist  activities.     It  becomes 

difficult  to  decipher  intentions  in  situations  like  these  because,  at  present,  there  is  no  traditional 

method  of  dealing  with  these  types  of  movements  within  the  international  system.    Terrorism 

here  is  not  the  principal  ideology,  but  a  strategy  -  generally  only  employed  when  customary 

means  of  settling  disputes  break  down.    Of  course,  though  not  all  violence  used  for  political 

purposes  can  be  considered  terrorist  in  nature,  some  forms  of  nationalism  are  becoming 

increasingly  so. 

The  doctrine  of  most  insurgencies  supports  teiTorism  on  pragmatic  grounds  when  it  has 

potential  benefits  for  their  movements.    Therefore,  if  ultimate  goals  are  not  achieved,  violence 

may  be  still  implemented  if  the  separatists  do  not  achieve  all  of  their  goals.    In  Sri  Lanka,  for 

example,  a  decrease  in  ten^orism  by  the  right-wing  Sinhalese  was  expected  to  be  followed  by  a 

reciprocal  restraint  on  the  part  of  the  Tamils.   However,  this  was  not  the  case  -  terrorism  by  the 

Tamil  Tigers  continued  unabated.'^     The  problem  with  attempting  to  reconcile  nationalist 

separatist  claims  are  that  if  either  side  is  dissatisfied,  terrorism  as  an  alternative  option  to  express 

their  discontent  cannot  be  ruled  out. 

Culture  is  obviously  a  battlefield,  embodying  contradictions  in  political  and  mainstream 
intellectual  discourse,  in  which  the  rhetoric  of  the  liberal  democratic  politics  of 
recognition  tends  to  neglect  the  hierarchical  dissonance  of  social  inequality,  and  explains 
structurally  conditioned  pluralism  in  terms  of  culturally  derived  ethnic  stereotypes." 

Therefore,  there  is  a  large  impetus  towards  the  future  rise  of  these  conflicts.  The  fact  that 

these  movements  are  increasingly  using  terrorism  as  their  main  instrument  of  violence  should 

make  this  an  important  concern  for  international  society.   What  we  are  seeing  now  in  the  way  of 

terrorism  from  nationalist  separatist  movements  may  only  be  an  infant  beginning.     Greater 
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instability  occuning  both  politically  and  economically  in  the  former  Soviet  Union  as  well  as 
Latin  America,  the  rise  of  identity  on  the  basis  of  culture  and  religion  (especially  Islamic 
fundamentalism),  and  problems  in  the  Global  South  resulting  from  its  original  haphazard 
boundary  creation  and  further  economic  worsening  resulting  from  increases  in  the  income  gap 
are  only  a  scant  few  of  the  potential  problems  that  could  give  rise  to  future  nationalist  separatist 
conflicts.  It  goes  without  saying  that  future  nationalist  separatist  movements  may  involve 
teiTorism.  At  present,  the  problems  present  themselves  mainly  domestically.  However,  with  the 
increasing  dispersion  of  weapons  of  mass  destruction  and  the  ease  of  their  obtainment,  internal 
conflicts  could  soon  become  a  world  concern  as  they  spread  across  borders. 

Change  is  always  disruptive,  but  this  disruption  is  increasingly  involving  destruction  as 
setbacks  are  countered  with  teiTorism.  As  nationalist  separatist  claims  are  increasing,  it  poses  a 
threat  to  the  international  community  and  its  principle  of  state  sovereignty.  The  frustrations  that 
are  likely  to  be  felt  from  the  indifference  of  the  world  at  large  and  the  repressions  by  their 
domestic  governments  are  likely  to  find  outlets  in  terrorism  in  the  future.  Thus  far,  these 
movements  have  mainly  been  contained  within  domestic  borders.  However,  with  globalization 
and  increasing  access  to  weapons  of  mass  destruction,  upsurges  in  claims  for  nationalism  may 
soon  become  an  international  problem. 

D.  Concluding  Perspectives 

The  problem  that  underlines  these  conflicts  is  the  fact  that  there  is  no  mechanism  for 
dealing  with  the  conflicts  in  the  current  international  system.  Attempts  at  reconciling  religious 
and  ideological  differences  within  the  current  international  system  can  be  futile  if  the  elementary 
foundations  for  the  order  of  society  are  disputed.  Nationalist/separatist  claims  resulting  from 
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cthno-cultural  conflicts  also  find  little  justice  within  the  current  system.  As  the  current 
international  system  holds  state  sovereignty  as  one  of  its  central  principles,  disintegration  based 
on  these  claims  poses  difficulties  for  the  maintenance  of  international  order. 

With  nationalist/separatist  groups,  their  ambitions  are  generally  oriented  within  the 
current  international  system.  Thus,  their  objectives  are  generally  limited  to  specific  political 
goals  and  as  such  their  means  are  correspondingly  limited  to  those  that  would  influence  an 
audience,  but  not  alienate  it.  Terrorist  activities,  then,  are  conducted  on  a  large  enough  scale  to 
make  headlines,  but  small  enough  not  to  repulse  the  intended  audience.  However,  with  terrorism 
becoming  increasingly  popular,  more  needs  to  be  done  to  make  headlines  as  the  global  public  is 
becoming  increasingly  desensitized  to  terrorism.  With  that  in  consideration,  the  placing  of 
radioactive  materials  in  a  Moscow  park  by  Chechen  rebels  in  1995  provides  an  ominous 
warning. "^^ 

Moreover,  terrorism  deriving  from  religious  and  ideological  extremists  is  likely  to  assert 
little  restraint.  Prone  to  indiscriminant  bloodshed  among  the  opposition,  these  religious 
fundamentalists  are  largely  unconcerned  with  public  opinion.  This  is  likely  to  pose  one  of  the 
greatest  concerns  to  international  security  as  these  types  of  terrorist  acts  are  not  restrained  in 
magnitude  nor  do  they  distinguish  between  combatants  and  non-combatants.  Further,  religious 
and  ideological  groups  are  becoming  less  likely  to  even  claim  responsibility  for  their  terrorist 
activities.  Most  of  the  largest  attacks  in  the  last  12  years  or  so  have  all  been  unclaimed, 
beginning  with  the  bombing  of  Pan  Am  103. ""^  The  US  embassy  bombings  in  Africa  and  most 
certainly  the  September  II"'  attacks  were  conducted  by  terrorists  within  the  al  Qaeda 
organization,  but  formal  responsibilities  were  never  claimed.  The  structure  of  these  groups  is 
changing    -    formerly    these    groups    displayed    the    typical    cell-like    structure    with    some 
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centralization  and  compartmentalization  from  the  top  down,  they  are  now  evolving  into  a  more 
ad  hoc  structure.  The  informalities  that  are  now  typifying  these  terrorist  groups  as  well  as  their 
indifference  in  claiming  responsibilities  points  to  two  implications.  First,  these  groups  will 
become  harder  to  identify,  find,  and  counter.  Second,  as  somewhat  a  result  of  the  first,  the  state 
sponsors  that  are  remaining  will  be  more  likely  to  cooperate  with  these  groups  that  are  consistent 
with  and  further  their  aims,  but  leave  little  trails.  Thus,  the  possibilities  of  religious  and 
ideological  terrorist  groups  obtaining  CBRN  materials  are  quite  probable.  This  can  only  point  to 
further  terrorist  events  with  increasing  magnitudes  of  carnage  and  shock. 

The  threats  that  therefore  result  both  from  religious/ideological  and  ethno-cultural 
conflicts  are  the  most  serious  to  the  current  international  order  and  society.  As  they  cannot  be 
resolved  within  the  system  itself,  solutions  to  these  conflicts  will  most  likely  be  sought  outside  of 
the  system.  Terrorism  may  increasingly  come  to  be  used  as  the  preferred  method  to  overhaul, 
overthrow,  change,  or  merely  dislocate  the  current  state  of  affairs.  Considering  the  organization 
of  the  international  society,  for  these  types  of  conflicts,  terrorism  will  progressively  be  seen  as 
the  only  way  of  addressing  concerns  and  achieving  ends. 

E.  Impetus  for  Cooperation 

The  CIA  estimates  that  state-supported  terrorism  still  comprises  up  to  80  percent  of  all 
international  terrorism.^'  This  is  a  surprising  figure  when  it  is  considered  that  state  sponsorship 
of  terrorism  has  generally  declined  due  to  the  changed  diplomatic  environment  and  overall 
mtemational  pressures.  Though,  beginning  with  the  1979  revolution  in  Iran,  state  support  of 
terrorism  became  the  norm.  Iran  organized,  trained,  and  equipped  many  Shiite  movements, 
including  Hezbollah   and  oversaw   their  terrorist  campaign   in    1993   to  drive  the  Western 
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peacekeeping  forces  out  of  Lebanon  by  bombing  the  US  embassy  in  Beirut  as  well  as  Marine 
baiTacks  in  Lebanon. ''"^  The  British  government  has  even  suggested  that  the  IRA  terronsts  are 
engaged  in  growing  contacts  with  Iranian  embassies  throughout  Europe.''^  Therefore, 
cooperation  between  terrorists  and  rogue  states  cannot  be  ignored. 

Weapons  of  mass  destruction,  CBRN  weapons,  are  extremely  hard  to  manufacture  or 
obtain  and  increasingly  harder  to  deploy.  With  the  support  of  a  state  sponsor,  however,  the  use 
of  CBRN  weapons  by  a  ten-orist  groups  could  be  more  easily  facilitated.  Covert  support  to 
terrorist  groups  with  similar  ideologies  and  goals  is  beneficial  to  both  parties,  and  is  most 
definitely  in  the  probable  realm  of  future  cooperations  we  are  likely  to  see.  It  is  well  known  that 
Iraq  has  implemented  chemical  and  biological  weapons  programs.  Possibilities  for  cooperation 
between  Iraq  and  teiTorist  groups  certainly  exist.  The  North  Korean  covert  weapons  program 
was  discovered  in  1994,  and  there  is  fear  that  they  would  support  a  chemical,  biological,  or  even 
nuclear  attack,  for  example  on  American  forces  in  South  Korea  in  a  last-ditch  attempt  to 
undermine  US  backing  for  Seoul.''"* 

International  repercussions  are  likely  to  be  high  for  known  or  suggested  state  sponsorship 
involving  CBRN  weapons,  possibly  involving  retaliatory  nuclear  attacks.  Though  as  long  as  the 
costs  of  supporting  a  CBRN  attack  outweigh  the  benefits,  state  sponsorship  will  likely  adhere  to 
its  path  taken  since  the  late  1960s  -  limited  provision  of  guns,  explosives,  ordinance,  money,  and 
safe  havens. '^^ 

Still,  funding  and  arms  dealings  are  a  main  priority  for  terrorist  groups,  and  if  they  cannot 
get  It  from  state  sponsors,  they  will  turn  elsewhere.  State  sponsors  with  sympathetic  ideologies 
were  the  ideal  sources  of  funding,  because  they  had  to  do  little  in  return  for  the  exchange  of 
support.    With  the  inevitable  decline  of  most  state  support,  terrorists  had  to  turn  to  their  own 
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means  of  raising  funds  to  finance  their  operations.  As  such,  terrorists  are  coming  to  see  fund 
raising  from  the  drug  trade  more  enticing  than  traditional  activities  in  kidnapping,  bank  robbery, 
and  the  like,  as  drug  trafficking  operations  are  inherently  less  risky.'"'  Protection  of  the  drug 
trade  by  terrorist  groups  has  allowed  them  to  draw  on  the  cartels'  profits.  Likewise,  interactions 
with  drug  trafficking  groups  can  come  into  play  with  their  already  established  smuggling  routes. 
The  routes  established  both  by  drug  traffickers  and  organized  crime  for  drug  running  and  arms 
smuggling  provide  terrorists  with  the  logistical  infrastructure  to  clandestinely  move  people, 
arms,  and  materials. '^^  The  impetus  for  cooperation  of  the  terrorist  groups  comes  from  their 
recent  need  to  obtain  funding,  arms,  and  support  -  both  can  come  from  cooperation  with 
organized  crime  and  the  drug  cartels. 

With  the  end  of  the  Cold  War,  support  has  generally  waned  for  pro-Marxist  movements. 
Since  the  late  1980's,  Marxist  insurgents  in  Colombia  have  not  been  able  to  rely  on  support  from 
Cuba  and  Russia  -  as  a  result  they  have  turned  to  alternative  sources  of  funding.  It  is  estimated 
that  the  Revolutionary  Armed  Forces  of  Colombia  (FARC)  and  the  National  Liberation  Army 
(ELN)  generate  as  much  as  half  their  revenue  from  involvement  in  the  Colombian  drug  trade, 
taxing  and  protecting  cocoa  cultivation,  cocaine  processing,  and  drug  shipments. ^^  Similarly,  as 
Communist  ideological  and  financial  support  evaporated  for  both  the  National  Union  for  the 
Total  Independence  of  Angola  (UNITA)  and  the  Revolutionary  United  Front  (RUF),  both  turned 
to  mining  and  illegally  exporting  diamonds  to  pay  for  external  troop,  logistical,  and  material 
support.'     From  engaging  in  drug  trafficking  and  other  such  activities,  terrorist  groups  have  not 
only  the  financial  incentive,  but  a  political  one  as  well.  With  their  local  areas'  economies 
occupied  in  the  illicit  economy,  these  groups  can  advance  their  political  objectives  by  isolating 
the  regions  they  control  from  the  national  economy.'*" 
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Also  too,  both  the  Shining  Path  in  Peru  in  the  1980's  and  1990's  and  the  Kurdistan 
Workers'  Party  in  Turkey  have  engaged  either  directly  in  the  drug  trade  or  have  extorted  drug 
traffickers  to  help  finance  their  operations."*'  One  of  the  remaining  pure  leftist  groups,  the 
Shining  Path  in  Peru,  has  formed  an  alliance  with  the  drug  traffickers  in  the  region.  In  return  for 
protection  of  the  drug  trade,  the  guerrillas  have  levied  a  5  to  15  percent  "tax"  on  the  earnings  as 
well  as  charging  up  to  $15,000  for  each  flight  into  the  region,  approximating  $30  million  a  year 
from  protection  of  the  cocaine  industry."*'  This  alliance  has  funded  the  operations  of  the  Shining 
Path,  allowing  their  operations  to  spread  as  well  as  allowing  coca  production  to  increase 
uninterrupted.  With  Turkey  expediently  located  between  the  drug  producing  regions  of  the 
Golden  Crescent  and  the  expansive  markets  of  Europe,  the  Kurdistan  Workers  Party  (PKK)  has 
taken  advantage  of  their  strategic  position  by  becoming  heavily  involved  in  the  drug  trade  to 
finance  their  operations  -  it  is  estimated  that  80  percent  of  the  heroin  smuggled  into  Paris  comes 
through  the  efforts  of  the  PKK."*"^ 

Thus,  a  change  in  the  way  terrorists  operate  is  occurring.  Though  the  international 
community  cracks  down  on  state  sponsors  of  terrorism,  terrorist  groups  remain  active  and  look 
elsewhere  for  other  sources  of  funding,  materials,  and  support  to  achieve  their  objectives. 
Probable  allies  are  thus  to  be  found  in  other  illicit  groups  -  organized  crime  and  the  drug  cartels. 
In  what  follows,  it  will  be  shown  that  cooperation  it  is  also  mutually  beneficial  to  the  other 
groups  as  well.  Attacking  state  sponsors  and  ignoring  the  cause  of  the  problem  is  only  causing 
terrorist  groups  to  change  their  methods,  seeking  cooperation  instead  with  others  in  the 
underground. 
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111.  (Organized  crime 

A.  Background 

Organized  crime  has  been  pervasive  throughout  international  society  in  the  past  century. 
However,  the  significance  of  its  presence  has  consistently  been  passed  over  in  lieu  of  more 
prominent  threats.  The  two  World  Wars  in  the  earlier  half  of  the  20"^  Century  followed  by  the 
Cold  War  had  dominated  security  concerns  for  most  of  the  century.  Later,  in  the  post-Cold  War 
world,  security  concerns  shifted  to  the  threat  of  rogue  nations  and  their  threat  of  chemical, 
biological,  and  nuclear  warfare.  These  leading  threats  to  international  security  left  little  room  to 
address  the  seldom  seen,  seldom  heard  problem  of  organized  crime.  As  the  major  threats  of  their 
respective  eras  have  customarily  occupied  the  mainstay  of  international  security  concerns,  scant 
attention  has  been  given  to  organized  criminal  societies  operating  below  the  official  radar 
screens.  As  a  result,  organized  crime  has  been  allowed  to  exist  for  quite  some  time  without 
attracting  publicity,  developing  its  underground  networks  and  expanding  relatively  unimpeded 
by  law  enforcement.  For  example,  the  FBI  did  not  even  set  up  a  Russian  organized  crime  squad 
in  New  York  until  1994,  and  by  then  the  Mafiya  had  become  well  established.""  Lx)ng-term 
neglect  has  led  to  these  criminal  groups  becoming  highly  developed  and  capable  of  undermining 
the  rule  of  law,  international  security,  and  the  world  economy."*^ 

Nonetheless,  organized  crime  is  beginning  to  come  under  international  scrutiny  as 
security  concerns  emerging  from  their  presence  are  now  being  brought  to  the  forefront  in 
international  politics.  The  international  community  as  a  whole  has  therefore  begun  to  take 
initiatives  to  challenge  organized  crime  and  to  undermine  their  organizational  structures.  In 
December  of  2000,  over  120  states  signed  the  UN  Convention  on  Transnational  Organized 
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Crime.  As  yet,  however,  little  has  been  accomplished.  Organized  crime  continues  to  generate  an 
estimated  profit  exceeding  $1  trillion  every  year.'**' 

By  their  very  existence,  organized  crime  undermines  both  political  and  social  institutions, 
creates  economic  and  social  instability,  and  endangers  the  very  culture  of  an  orderly  civil  society. 
All  societies  are  vulnerable  to  penetration  by  organized  crime,  as  is  evident  with  the  developed 
nations  such  as  the  United  States  with  the  presence  of  La  Costra  Nostra  and  the  Russian  Mafiya, 
and  also  with  developing  worid,  case  in  point  being  the  influence  of  Nigerian  organized  crime  in 
South  Africa.  In  particular,  these  groups  are  increasingly  gaining  ground  in  infiltrating  the 
former  Soviet  States  and  other  transition  democracies  -  they  are  undermining  the  rule  of  law  and 
posing  a  significant  threat  to  institution  building  and  the  processes  of  transition.  As  states  are 
becoming  progressively  more  interconnected  in  both  the  political  and  social  realms  as  well  as 
economically,  instability  in  a  few  can  initiate  instability  in  all  and  for  this  reason  pose  menacing 
threats  to  international  security. 

With  the  end  of  the  Cold  War  came  the  end  of  the  superpowers'  rivalry,  and  the  end  of 
this  conflict  in  particular  set  the  stage  for  the  surge  of  transnational  criminal  activity.  As  the 
threat  of  superpower  conflict  ended,  so  did  a  great  deal  of  protectionism  within  the  political 
sphere.  All  countries  were  encouraged  to  become  both  more  politically  as  well  as  economically 
open  and  thus  attempt  to  overcome  historic  animosities  and  to  avoid  the  misperceptions  that  had 
so  plagued  and  prolonged  the  Cold  War.  The  liberalization  that  followed  throughout  the 
international  community  linked  states'  domestic  politics  and  economies  on  an  unprecedented 
level.  With  the  increased  interconnectedness  in  the  international  community,  underground 
communities  similarly  found  it  easier  than  ever  before  to  also  interconnect  transnationally. 
Organized  crime,  then,  has  in  the  same  way  used  globalization  to  expand  across  borders,  using 
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global  advances  in  technology,  communications,  and  transportation  to  further  its  international 
reach  and  efficacy. 

B.  Definition 

In  a  discussion  of  organized  crime,  it  will  be  helpful  to  delineate  more  precisely  what  is 
included  within  the  scope  and  definition  of  organized  crime.  The  illicit  groups  of  concern  in  this 
paper  are  organized  criminal  syndicates,  terrorist  groups,  and  drug  cartels.  It  can  be  argued  that 
the  latter  two  are  also  organized  criminals  and  also  that  the  cooperation  and  connections  between 
these  groups  conjectured  here  confuse  that  separation  even  further.  Further  still,  it  can  be  argued 
that  to  some  extent,  any  crime  is  organized.  However,  there  is  a  distinction  to  be  made  and  it  is 
the  major  criminal  syndicates  that  will  be  focused  on  here. 

The  profit  motive  is  what  differentiates  organized  crime  from  terrorism.  While  organized 
crime  is  solely  organized  around  the  pursuit  of  profit,  terrorism  instead  stems  from  an  ideology 
or  politics  where  profit,  if  it  is  a  concern  at  all,  is  less  important.  Even  while  the  Sicilian  Mafia 
and  the  Chinese  Triads  both  trace  their  origins  to  political  movements,  in  the  modem  era  their 
primary  motivation  is  simple  greed." 

Further  still,  although  drug  cartels  are  powerful  criminal  groups  themselves,  they  tend  to 
have  only  that  single  dimension,  focusing  exclusively  in  cocaine  trafficking,  heroin  trafficking, 
etc."***  Activities  of  the  major  criminal  organizations,  however,  are  wide-ranging  -  from  drugs 
and  arms  trafficking  and  smuggling  goods  and  people  to  industrial  and  technological  espionage, 
financial  market  manipulation,  and  the  corruption  of  groups  both  inside  and  outside  the  legal 
realm  of  institutions."*''  Also,  organized  crime  focuses  their  business  on  extortion  from  other 
criminal  enterprises,  rather  acting  as  tax  collectors  and  police  for  the  less  powerful  criminal 
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elements.^'^    Thus,  the  major  organized  criminal  groups  are  players  in  their  own  right  and 
therefore  have  a  distinct  role  in  the  underground  illegal  empire. 

The  Chicago  Crime  Commission  in  1997  reported  that  the  problem  in  defining  organized 
crime  lies  not  in  the  word  'crime',  but  in  the  word  'organized'.^'  Organized  criminal  syndicates 
are  complex  and  have  many  vanations  among  them  in  structures  and  organizational  approaches. 
La  Costra  Nostra,  the  Russian  Mafiya,  the  Sicilian  Mafia,  the  Asian  Triads,  Nigerian  organized 
crime,  and  the  Japanese  Yakuza  though  quite  diverse  do  share  features  associated  with  most 
organized  criminal  syndicates.  The  common  features  of  these  groups  include  longevity  and 
long-term  goals,  sophisticated  hierarchical  structures  or  even  corporate-like  existences,  the  use  of 
violence  and  bribery,  corruption  of  legitimate  institutions  and  officials,  the  ability  to  influence 
other  criminal  groups,  and  the  end  goal  of  lucrative  monetary  gains. ^~ 

C.  Setting 

Organized  criminal  groups  have  long  held  an  international  presence  in  foreign  countries. 
However,  their  international  activities  in  the  past  have  generally  been  more  limited  in  scope,  with 
foreign  cells  operating  for  the  most  part  autonomously  or  performing  only  minor  functions  for 
the  larger  group. ^''  Border  controls,  the  slower  pace  of  communications  and  transportation,  and 
the  lack  of  an  integrated  financial  system  to  move  large  amounts  of  illicit  money  were  all 
significant  impediments  to  the  development  of  transnational  crime. ^"*  Today,  these  impediments 
have  largely  disappeared.  Thus  removed,  the  potential  economic  gains  from  further  international 
development  have  spurred  the  transformation  of  what  was  formerly  considered  to  be  single 
nation-based  organized  criminal  groups  into  international  criminal  organizations. 
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Professor  Louise  Shelley  of  Washington's  American  University  has  stated  that 
"organized  crime  will  be  a  defining  issue  of  the  21"  Century... transnational  crime  will 
proliferate  because  crime  groups  are  the  major  beneficiaries  of  globalization."  As  evidence, 
law  enforcement  has  reported  significant  increases  in  both  level  and  scope  of  international 
criminal  activities  since  the  early  IQQO's.^''  Major  facilitators  of  international  business  interests, 
as  well  as  those  of  transnational  organized  criminal  activity,  have  progressed  in  tandem  with 
globalization.  Advances  in  technology,  in  communications  and  transportation  systems,  and  in 
the  financial  sector  all  provide  criminal  organizations  with  the  unique  opportunity  to  use 
legitimate  structures  to  broaden  the  operations  of  their  underground  businesses. 

Criminals  can  now  take  advantage  of  a  broader  range  of  transportation  schemes  with 

which  to  distribute  their  cargoes.   Increases  in  the  number  of  transportation  routes,  as  well  as  the 

ease  of  using  these  routes,  have  greatly  widened  the  opportunities  for  varied  corridors  for  the 

shipment  of  illegal  goods.     With  the  increased  volume  of  legal  cargoes  that  pass  through 

international  borders,  it  is  increasingly  difficult  for  import  authorities  to  apprehend  smuggled 

goods  that  remain  small  in  comparison.    Even  more,  borders  and  border  controls  are  quickly 

diminishing.  For  example,  once  goods  are  imported  into  any  state  within  the  European  Union, 

they  can  move  between  states  within  its  borders  with  very  little  restriction.   Further,  advances  in 

commercial  shipping  including  standardized  cargo  containers,  computerized  cargo  tracking,  and 

automated  cargo  transfer  equipment  have  allowed  crime  groups  to  easily  exploit  the  complexities 

within  this  industry. ^^    It  is  now  much  easier  to  hide  illegal  cargoes  among  legitimate  ones  and 

conceal  the  actual  origin  of  shipments,  facilitating  straightforward  transfers  of  transnational 

shipments. 

In  1999,  some  395  million  people  entered  the  United  States  overland  from  Mexico  and 
Canada,  76  million  people  arrived  on  more  than  928,000  commercial  airline  and  private 
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flights,  and  9  million  arrived  by  sea,  according  to  the  US  Customs  Service.  In  addition, 
135  million  vehicles  -  including  automobiles  and  commercial  trucks  -  crossed  US 
borders  with  Mexico  and  Canada,  and  more  than  200,000  merchant  and  passenger  ships 
and  other  mantime  vessels  docket  at  US  seaports  or  US  coastal  harbors.  US  seaports 
handled  more  than  4.4  million  shipping  containers  and  400  million  tons  of  cargo  in  1999. 
US  Customs  is  able  to  inspect  only  about  three  percent  of  the  goods  entering  the  United 
States,  a  figure  that  will  drop  to  about  one  percent  in  the  next  five  years  as  the  volume  of 
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trade  continues  to  grow. 

Developments  in  transportation  have  simultaneously  increased  the  ease  of  moving  goods 
and  people  as  well  as  increased  the  volume  of  such  goods.  Thus,  organized  crime  has  benefited 
on  two  fronts  -  through  legitimate  routes  it  is  now  easier  to  move  shipments,  as  the  increased 
number  of  routes  allows  smugglers  to  vary  their  routes  to  avoid  detection.  Also,  it  is  easier  to 
hide  shipments  among  the  ever-increasing  volumes  of  legal  goods,  with  the  volume  of  goods  that 
cross  borders  outstripping  customs  officials'  abilities  to  inspect  them. 

Advances  in  communications  technology  have  also  facilitated  the  evolution  of  organized 
crime.  Commercially  available,  communications  technology  afford  the  criminal  groups  the  same 
ease  and  speed  of  communications  as  corporate  businesses,  governments,  and  even  the 
enforcement  officials  attempting  to  track  them.  The  reliability  of  fast  and  secure 
communications  allows  criminals  to  make  deals  and  coordinate  large  volumes  of  illicit  trade, 
essentially  secure  from  law  enforcement  as  a  result  of  sophisticated  encryption  technologies.^^ 

Computers  and  telecommunications  systems  have  been  used  by  these  criminal 
organizations  in  such  varied  capacities  as  plotting  marketing  strategies  for  drugs  and  contraband 
to  finding  the  most  efficient  smuggling  routes  within  the  financial  system  and  creating  false  trails 
for  law  enforcement. ''°  Communications  devices  and  computer  programs  with  advanced 
technology  are  consistently  available  to  the  highest  bidder.  Oftentimes,  the  technology  used  by 
criminal  organizations  in  attempts  to  conceal  their  activities  and  obscure  their  financial  trails  far 
surpass  that  of  government-funded  law  enforcement.     It  has  even  been  suggested  that  some 


Forbes  39 

criminal  organizations  are  using  technology  for  counter-intelligence  purposes,  in  the  sense  that 
they  are  now  tracking  the  law  enforcement  activities  responsible  for  tracking  them. 

The  development  of  the  international  financial  system  has  been  one  of  the  largest 
contributors  to  the  increasing  magnitude  of  transnational  criminal  activities.  Money  laundering 
has  become  easier  with  the  varied  financial  institutions  and  different  regulatory  practices  in 
different  countries.  "International  criminals  are  attracted  to  major  global  commercial  and 
banking  centers... they  count  on  avoiding  close  scrutiny  of  their  activities  because  of  the 
importance  to  business  and  governments  of  facilitating  commercial  and  financial  transactions 
and  rapid  transshipment  of  products." 

With  the  high  volumes  of  international  financial  transactions  and  criminals'  increasingly 
advanced  computer  technology,  it  is  becoming  easier  to  make  financial  transactions  appear 
legitimate  and  hide  the  financial  trails  of  money  origins.  The  most  popular  offshore  bases  known 
for  lax  rules  and  discretion  are  Aruba,  Bahamas,  Barbados,  Cyprus,  Gibraltar,  Guernsey,  Hong 
Kong,  Isle  of  Man,  Jersey,  Liberia,  Liechtenstein,  Nauru,  Netheriands,  Netheriands  Antilles, 
Nevis,  Panama,  Switzerland,  Turks  and  Caicos,  and  Vanuatu. ^"^  Organized  criminals  even  hire 
professionals  in  the  legal  arena  to  advise  them  on  how  best  to  escape  domestic  and  international 
prosecutions.  An  estimated  $500  billion  is  illegally  laundered  each  year,  approximately  2 
percent  of  global  GDP.'''* 

The  Washington  Post  along  with  numerous  others  in  the  press  have  blurred  the 
distinctions  between  legitimate  businesses  and  organized  criminal  groups,  referring  to  the  latter's 
activities  m  terms  of  criminal  "conglomerates"  and  "mergers."''^  Some  observers,  especially  in 
Russia,  have  even  postulated  that  the  Mafiya  capitalism  based  on  the  dollar  and  the  law  of  the 
fist  may  simply  be  an  eariy  stage  of  capitalism.''^    The  development  of  organized  crime  in 
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developing  and  transition  societies  has  been  postulated  as  a  possible  redirect  towards  the 
formation  of  capitalist  and  market-based  societies.  Nevertheless,  it  is  more  likely  that  we  are 
seeing  the  development  of  something  else  entirely. 

D.  Activities 

The  range  of  activities  that  attract  organized  crime  is  extensive.  The  repertoire  of 
criminal  activities  that  fall  under  the  command  of  organized  crime  is  being  continually 
supplemented  with  additional  elements.  However,  the  purpose  here  is  not  to  focus  on  the  crimes 
themselves,  but  on  the  larger  context  within  which  these  crimes  are  now  occurring.  The  scale 
and  magnitude  of  organized  crime  is  not  only  crossing  boundaries,  it  is  also  displaying  elements 
of  cooperation  with  other  criminal  groups.  Rather  than  treating  one  another  as  rivals,  many 
criminal  groups  are  cooperating  transnationally.  La  Costra  Nostra  as  well  as  the  Sicilian  Mafia 
have  both  been  involved  in  heroin  and  cocaine  trafficking;  however,  their  style  has  been  to 
cooperate  and  coexist  with  Asian,  Colombian,  and  other  drug-trafficking  groups  in  the  United 
States.''^  These  groups  are  sharing  information,  services,  and  resources  according  to  the  principle 
of  comparative  advantage  in  attempt  to  better  exploit  their  illicit  opportunities.^^  Of  concern 
should  be  the  fact  that  cnminal  groups  are  increasingly  displaying  a  level  of  cooperation  between 
themselves  that  far  exceeds  that  of  the  domestic  and  international  law  enforcement  agencies 
trying  to  contain  them. 

Organized  criminals  are  also  increasing  their  activities  and  cooperation  with  smaller 
criminal  groups  to  increase  their  profits  and  overall  efficiency.  Piracy  has  more  than  doubled 
since  1994.  being  most  prevalent  off  the  coasts  of  Southeast  Asia  and  Africa,  with  estimated 
financial  losses  at  around  $450  million  per  year.^'^    Piracy  gangs  are  increasingly  attacking  in 
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waters  where  authorities  exert  little  effective  control  over  waterways,  often  specifically  targeting 
cargo  that  can  be  put  up  for  sale  on  the  black  market  through  pre-arranged  deals  with  the  more 
traditional  organized  criminal  groups. 

Smuggling  illegal  aliens  has  also  become  an  additional  component  in  the  repertoire  of 
criminal  organizations.  Tightened  restrictions  on  legal  migrations  in  prosperous  countries 
coupled  with  the  increasing  ease  of  illegal  migrations  have  made  the  smuggling  of  people  across 
borders  a  lucrative  activity.  The  UN  estimates  that  illegal  smuggling  involves  four  million 
people  worldwide  and  adds  to  up  $7  billion  in  profits  annually.^'  As  most  countries  see  illegal 
immigration  mainly  as  a  problem  of  the  prosperous  states  such  as  the  US  and  Europe,  many  of 
the  origin  and  transit  countries  are  left  indifferent.  This  indifference  together  with  increasingly 
open  borders  and  numerous  transportation  options  make  the  smuggling  itself  and  the  origin  of 
the  smugglers  increasingly  harder  to  detect.  It  is  a  high  profit,  low  risk  industry  where  the  illegal 
aliens  are  often  viewed  as  cargoes  that  can  be  easily  and  costlessly  replaced. 

Many  of  the  criminal  organization,  especially  Chinese  and  Russian  criminal  groups,  are 
thought  to  employ  illegal  aliens  smuggled  into  a  country  to  undertake  higher-risk  criminal 
activities.^"  As  illegal  immigrants,  especially  bound  for  the  United  States  and  Europe,  come  in 
search  of  an  overall  better  life,  they  often  suffer  through  harsh  conditions  of  transport  in  order  to 
reach  their  destinations.  They  are  then  often  willing  to  work  in  substandard  jobs  and  activities 
with  little  pay;  therefore,  it  should  come  as  no  surprise  that  when  criminal  organizations  offer 
higher  pay  for  illegal  work  and  activities,  illegal  immigrants  are  more  than  willing  to  do  these 
tasks.  Such  high-nsk  operations  that  the  members  of  organized  crime  themselves  would  be 
unwilling  to  take  on  themselves  are  then  forced  upon  illegal  aliens  as  a  condition  of  their  entry. 
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Smuggling,  fraud,  theft,  trafficking,  laundering  and  the  like  have  all  become  part  and 
parcel  of  the  operations  of  organized  crime,  and  the  activities  they  take  on  are  constantly 
increasing.  Cooperation  between  the  major  players  of  organized  crime  and  with  smaller  criminal 
groups  has  allowed  organized  crime  to  delve  into  an  increased  number  of  activities.  An 
underground  criminal  network  has  begun  to  take  shape. 

E.  Organized  Crime  in  Transition  Countries 

The  rise  of  many  organized  criminal  groups  can  be  attributed  in  part  to  their  successes  in 
infiltrating  the  transition  countries.  Their  efforts  there  can  be  more  comprehensive  as  the  states 
in  political  and  economic  transition  do  not  possess  the  effective  controls  over  legal  and 
democratic  processes  as  do  states  with  established  systems.  "The  states  of  the  former  Soviet 
Union  lack  both  the  resources  and  the  will  to  combat  organized  crime  as  a  result  of  their  history 
of  corrupt  government.  They  will  likely  be  even  more  susceptible  to  penetration  by  organized 
crime  than  Italy  or  Colombia. "^"^  Organized  crime  may  simply  come  to  serve  as  a  substitute  for 
the  former  Soviet  regime  of  political  clientism  and  controlled  markets. 

The  economic  incentives  are  present  for  organized  criminal  groups  to  thrive.  The 
instability  of  transition  countries,  those  of  the  former  Soviet  States  in  particular,  create  the 
potential  for  large  economic  gains  as  these  criminal  groups  exploit  the  lack  of  a  rules  structure. 
Within  the  precarious  state  of  institution  building,  criminal  groups  can  use  their  already 
organized  system  to  establish  a  power  base  at  the  opening.  In  effect,  they  can  undermine  reforms 
before  they  even  have  a  chance  to  take  root.  Organized  crime  threatens  democratic  and  free 
market  systems  by  increasing  petty  crime  and  social  problems,  corrupting  public  officials, 
compromising  the  integrity  of  democratic  institutions,  penetrating  the  legitimate  economy. 
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damaging  the  credibility  of  banking  and  financial  institutions,  and  undermining  the  support  for 
democratic  and  free  market  reforms. 

The  beginnings  of  Central  and  Eastern  European  criminal  organizations  are  slowly 
emerging  and  are  starting  to  show  cooperation  with  the  major  players  already  established.  The 
encouragement  of  organized  crime  in  Central  and  Eastern  Europe  allows  the  major  players 
further  access  into  the  region.  Organized  crime  is  forging  alliances  with  the  drug  traffickers  and 
terrorist  groups  in  Russia,  Eastern  Europe,  and  Eurasia.''^'  The  recent  seizure  of  517  kilograms  of 
cocaine  in  a  Polish  poit  indicated  links  between  Polish  and  Ecuadorian  groups  along  with 
members  of  the  Cali  cartel  in  Colombia  and  Italian  organized  crime. ^^  Organized  criminal 
groups  have  already  established  front  organizations  in  the  transitioning  economies  to  further 
evade  authorities.  In  Cyprus,  more  than  $1  billion  that  originated  from  Russian  organized  crime 
is  washed  through  the  nearly  eight  thousand  Russian  businesses  and  banks  established  since 
1993.^*  Multilateral  economic  agreements  have  appreciably  increased  the  volume  of 
international  trade,  and  in  that  capacity,  criminal  groups  are  taking  advantage  of  this  volume  of 
legitimate  trade  to  conceal  their  illicit  trade  in  drugs,  arms,  and  various  other  contraband. ^^ 
Infiltration  into  the  economy  by  organized  crime  is  further  eroding  modernization  efforts  and 
economic  growth  as  its  presence  stifles  foreign  direct  investment.  Corporations  largely  avoid 
investing  in  countries  where  their  profits  are  likely  to  be  reduced  through  implicit  taxes  and 
bribes  to  the  criminal  organizations. 

Russia  in  particular  is  experiencing  an  organized  crime  epidemic  -  nearly  9,000 
organizations  employ  an  estimated  100,000  people.***^  Organized  crime  in  Russia  is  a  well- 
established  legacy  of  institutionalized  bribery  and  extortion  resulting  directly  from  years  of  all- 
pervasive  bureaucratic  control  and  an  economy  that  was  forced  underground.**'     The  legal 
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vacuum  that  followed  the  demise  of  the  Soviet  system  allowed  for  a  rapid  redistribution  of 
wealth.**"  As  criminal  organizations  were  the  only  institutions  left  intact,  the  circumstances  were 
ripe  for  early  exploitation  of  this  economic  situation.  As  a  result,  attitudes  of  acceptance  of  this 
official  lack  of  control  have  stalled  reform.  Under  communism,  public  attitudes  allowed  the 
legitimization  of  the  underground  economy  that  led  to  the  buildup  of  these  criminal  groups.  In 
the  past  century,  Russia  has  been  dominated  by  a  state  of  lawlessness  and  arbitrary  rule  by  the 
underground  while  the  public  has  generally  remained  suspicious  of  the  state.  This  public  attitude 
of  distrust  remains  and  it  is  important  for  the  reason  that  the  public  themselves  give  legitimacy  to 
other  groups  instead  of  the  state.  The  public  in  general  may  not  like  the  concepts  and  ideologies 
of  these  criminal  groups,  but  in  the  past  they  have  preferred  them  to  the  alternatives  imposed  by 
the  state.  Freedoms  have  come  much  too  quickly  for  law  and  order  in  former  communist  states  - 
in  Russia,  the  state  maintains  little  credible  enforcement  authority  and  has  effectively  merged 
with  criminal  and  coiTupt  interests.*'' 

The  tendency  in  Russia  is  to  seek  the  bribery  route.  Widespread  theft,  fraud,  and 
extortion  have  rendered  property  rights  meaningless  to  most  Russians."*"*  As  a  result,  reforms 
have  not  taken  hold,  investment  and  economic  efficiency  have  not  occurred,  and  the  criminal 
groups'  hold  over  society  has  increased.  For  example,  tightened  customs  regulations  have 
resulted  not  in  a  decrease  in  smuggling,  but  in  an  increase  in  illegal  facilitation  services. 
Organized  crime  may  even  have  the  advantage  on  measures  to  contain  them.  After  the  collapse 
of  communism,  organized  crime  maintained  its  links  to  government  bureaucrats,  with  many  of 
the  former  communist  police  and  intelligence  agents  even  joining  the  ranks  of  the  crime  gangs  - 
this  intertwining  of  corrupt  state  officials  and  organized  crime  can  only  increase  the  grip  that 
criminal  groups  have  on  society.*^ 
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The  fact  that  the  bureaucrats  often  intervene  in  economic  activities  paves  the  way  for 
infihration  of  iil<c-mindcd  criminal  groups.  It  has  been  noted  that  the  "government's  reluctance 
to  give  up  further  economic  control  is  the  single  greatest  catalyst  to  organized  crime."**  An 
estimated  55%  of  capital  and  80%  of  the  voting  shares  of  companies  in  Russia  are  in  the  hands  of 
organized  crime.****  The  Chief  Prosecutor's  Office  in  Moscow  estimates  that  50  percent  of  all 
commercial  banks  and  40  percent  of  state-owned  companies  are  criminally  administered,  thus 
giving  organized  crime  control  over  literally  half  of  Russia's  licit  economy.**'^  Organized  crime 
implicitly  is  the  only  governing  force  in  Russia.  The  Russian  Interior  Ministry  estimates  that  the 
black-market  revenues  of  organized  crime  at  over  $18  billion  annually,  about  the  same  amount 
Russia  was  expected  to  reimburse  its  creditors  in  1999.^° 

F.  Concluding  Perspectives 

Criminal  organizations  have  "fed  off  the  many  institutional  shortcomings  of  countries 
around  the  world",  as  these  countries'  police  and  judicial  systems  often  lack  adequate  resources, 
have  limited  authority,  or  are  plagued  by  corruption  themselves.'^'  The  rules  and  regulations  of 
law  enforcement  have  not  kept  pace  with  globalization,  and  the  means  and  methods  used  to 
investigate  these  criminal  groups  are  often  outdated.  Materially  and  financially,  the  resources  of 
law  enforcement  are  often  outmatched  by  the  capacities  of  these  criminal  groups.  Criminal 
groups  are  increasingly  treating  law  enforcement  as  just  another  rival,  using  their  brutal  methods 
of  retaliation  and  intimidation  to  force  the  authorities  to  back  off.  Similarly,  law  enforcement  is 
coming  to  view  the  criminal  organizations  and  their  advanced  evasion  methods  as  they  would  a 
rival  intelligence  group. 
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It  has  been  suggested  that  the  greater  the  organizational  quaUty  of  the  criminal 
organizations,  the  greater  the  degree  of  integration  into  the  social  institutions  of  the  larger 
society,  and  thus  the  greater  the  efficiency  and  power  of  the  criminal  groups.  "  Criminal 
organizations  are  so  tied  into  the  licit  economy  that  to  remove  their  influence  totally  would 
generate  a  major  shock  to  the  worid  economy.  The  case  of  Michael  Milken,  the  junk-bond 
wizard  of  the  Drexel  Bumham  Lambert  corporate  finance  department  is  illustrative.  Milken 
tunneled  more  than  $5  billion  in  junk  bonds  into  the  hotel-casino  industry  in  Las  Vegas  and 
Atlantic  City  illustrates  the  effects  of  even  a  small-scale  operation.  When  Milken  plead  guilty  to 
six  felonies  in  1990  and  Drexel  declared  bankruptcy,  more  than  fifty-five  savings  and  loans 
failed,  US  taxpayers  were  burdened  with  $1  billion  in  direct  costs,  and  insurance  companies 
faced  more  than  $100  billion  in  losses.'^ 

Most  criminal  organizations  also  pursue  the  corruption  of  the  officials  charged  with 
investigating  and  prosecuting  them,  thus,  in  many  cases  it  is  not  possible  to  distinguish  between 
the  two.^"*  Organized  crime,  of  course,  cannot  survive  in  a  vacuum.  It  requires  the  institutions 
and  infrastructure  of  the  legitimate  international  economy  and  therefore  it  remains  inextricably 
connected  with  it.  The  appearance  of  increasing  legitimization  of  organized  criminal  activities 
within  conventional  structures  makes  organized  crime  all  the  more  difficult  to  control. 

In  addition,  the  efforts  of  the  international  community  to  expose  the  major  criminal 
syndicates  are  in  some  cases  merely  causing  the  organizations  to  change  form.  Organized  crime 
is  becoming  more  sophisticated.  At  the  same  time,  groups  are  becoming  less  territorial  and  more 
inclined  to  cooperate  with  each  other  in  order  to  evade  authorities  and  maximize  profits. 
However,  they  may  not  only  be  beginning  to  cooperate  with  other  criminal  groups  per  se,  they 
may  also  be  beginning  to  extend  their  cooperation  to  others  with  similar  interests.     Their 
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increasing  intcrnalional  reach  and  power  has  opened  the  door  to  cooperation  elsewhere.  The 
increasing  infiltration  of  the  authorities  has  unexpectedly  opened  the  door  to  cooperation  with 
other  groups  that  may  be  beneficial  to  their  operations.  The  ideologies  and  practices  of  single- 
issue  criminal  groups,  such  as  drug  traffickers  or  people  traffickers,  and  terrorist  organizations  - 
both  who  are  similarly  concerned  with  their  economic  backing  and  sources  of  finance  -  do  not 
preclude  them  from  mutually  assisting  each  other. 

G.  Impetus  for  Cooperation 

Though  organized  crime  is  not  driven  by  ideology,  they  benefit  from  political  instability 
and  conflicts.  Thus,  organized  crime  sees  no  reason  that  would  preclude  it  from  cooperation 
with  terrorist  groups  or  drug  cartels.  The  volatilities  ushered  in  by  terrorist  organizations  and 
drug  cartels  often  create  opportunities  for  arms  sales  to  the  warring  factions  and  that  increases 
the  potential  to  undermine  political  structures  and  law  enforcement.  ^  With  governments' 
legitimacy  questioned  and  law  enforcement's  attention  preoccupied  with  assaults  from  countless 
fronts,  organized  crime  finds  it  easier  to  operate.  Organized  crime  can  thus  exploit  the 
opportunities  that  cooperation  with  terrorist  groups  and  drug  cartels  can  bring.  Organized  crime 
can  benefit  from  a  government's  lack  of  authority,  caused  by  the  operations  of  the 
aforementioned  groups,  that  subsequently  eases  their  infiltration  in  corrupting  the  local  economy. 

Criminal  organizations  cooperate  with  each  other.  Organized  criminal  groups  are  well 
aware  of  each  other  -  the  Sicilian  mafia,  the  Turkish  mafia,  the  Chinese  triads,  the  Japanese 
Yakuza,  the  Russian  Mafiya,  and  La  Costra  Nostra  all  met  in  Aruba  in  1987  and  in  Rome  in 
1992  in  efforts  for  cooperation  agreements,  conflict  avoidance,  and  division  of  the  world  among 
themselves. "^^    Infiltration  by  the  Russian  Mafiya,  Asian  Triads,  and  Japanese  Yakuza  is  made 
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increasingly  easier,  as  the  American  Costra  Nostra  is  allowing  them  to  utilize  their  connections 
to  penetrate  the  country's  law  enforcement  and  judicial  communities  through  Costra  Nostra 

[S. 

Additionally,  FBI  sources  have  disclosed  that  drugs-for-arms  deals  have  taken  place  near 
Vladivostok  and  Khabarovsk  involving  both  Russian  and  Chinese  organized  crime  -  that  area  in 
the  Russian  Far  East  is  Hooded  with  cheap,  high-quality  weapons  and  is  becoming  a  major  arms 
depot  for  criminals  worldwide.'^''  Russian  organized  crime  has  also  established  a  presence  in 
Hong  Kong,  Singapore,  and  Bangkok,  in  cooperation  with  the  Chinese  Triads.  Cooperation 
with  the  drug  cartels  is  also  increasing  as  organized  crime  attempts  to  supply  their  ever- 
expanding  markets.  Trafficking  in  drugs  is  likely  to  become  yet  another  sub-operation  of  the 
major  criminal  groups. 

Further  still,  organized  crime  is  beginning  to  cooperate  with  and  exploit  the  profit 
potential  of  dealings  with  terrorist  groups.  Though  the  largest  source  of  conventional  military 
weapons  continues  to  come  from  state  sponsors  such  as  Iran  and  Libya,  terrorist  organizations 
are  increasingly  turning  to  organized  criminal  groups  for  illegal  arms  through  the  black  and  gray 
markets  to  supplement  the  decline  of  support  from  state  sponsors.""  The  "gray"  arms  market 
dominates  most  sales  of  illegal  arms  and  military  equipment,  exploiting  legitimate  export 
licensing  processes  usually  by  false  paperwork  to  disguise  the  recipient  or  military  nature  of 
goods.  Obtaining  the  licenses  thus  gives  the  appearance  of  legitimate  deals  that  in  turn  provide 
for  the  payment  processes  and  thus  facilitates  the  international  transportation  processes. "^^ 
Millions  of  dollars  worth  of  illegal  arms  were  sold  to  combatants  in  Afghanistan  and  in  the 
former  republics  of  Yugoslavia  in  this  way  and  were  subsequently  disguised  as  "humanitarian 
^j^,,io3    jYiQ  more  familiar  black  market  for  arms  deals  is  somewhat  smaller  than  the  gray 
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market,  but  still  profitable.  Criminal  organizations  therefore  stand  to  reap  large  profits  from  a 
growing  stream  of  illegal  arms  dealings  from  increased  cooperation  with  terrorist  groups. 

Arms  deals  with  organized  crime  are  not  merely  economic  exchanges;  they  also  have  a 
political  significance.  Not  only  is  organized  crime  cooperating  with  terrorists  in  arms  dealings; 
they  are  also  cooperating  with  some  governments.  States  in  the  Third  World  incapable  of  either 
producing  technologically  advanced  military  equipment  themselves  or  obtaining  it  through 
legitimate  military  exchanges  may  turn  to  organized  crime  to  obtain  what  they  need  for  their 
military  arsenals.  The  ability  to  obtain  such  imports  can  be  a  significant  factor  in  the  emergence 
of  Third  World  regional  powers.'^"* 

A  major  threat  emanating  from  the  possible  activities  of  organized  crime  includes  nuclear 
smuggling.  The  collapse  of  the  Soviet  Union  has  left  numerous  nuclear  materials  afloat  and  in 
many  cases  open  for  illegal  purchase.  The  mere  fact  that  the  criminal  syndicates  are  driven  by 
profit  and  economic  gain  should  trouble  the  international  community,  as  sales  of  nuclear 
materials  would  likely  go  to  the  highest  bidder.  The  highest  bidder  could  easily  be  a  rouge 
nation  or  tenorist  group.  "To  date,  there  have  been  a  total  of  14  confirmed  seizures  totaling  15.3 
kilograms  of  weapons-grade  uranium  at  various  enrichments  and  368.8  grams  of  plutonium  -  far 
less  than  what  is  necessary  for  a  nuclear  weapon."' 

Though  the  nuclear  materials  known  to  have  circulated  are  far  less  than  what  is  required, 
the  possibility  exists  that  more  may  be  on  the  market.  Hence,  the  obtainment  of  enough 
materials  to  develop  nuclear  weapons  cannot  be  ruled  out.  A  more  immediate  possibility, 
however,  could  mclude  some  nuclear  material  being  fabricated  into  a  "dirty  bomb"  that  is  not  a 
nuclear  weapon  per  se,  but  does  radiate  radioactive  materials  when  detonated.  While  avoiding 
the  destruction  of  a  full-blown  nuclear  weapon,  the  detonation  of  a  "dirty  bomb"  would  most 
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likely  achieve  both  casually  and  reputation  objectives.  The  deteriorating  economic  conditions  in 
the  former  Soviet  Union  present  organized  crime  with  an  opportunity  to  buy  nuclear  materials 
from  disaffected  workers  and  to  gain  the  necessary  nuclear  technology  from  unemployed  and 
idle  nuclear  scientists.  Past  precedents  do  not  always  preclude  future  occurrences  and  this  also 
must  be  kept  in  mind,  especially  with  regard  to  the  obtainment  and  use  of  nuclear  weapons. 
Though  organized  crime  has  little  use  for  such  weapons  themselves,  the  sale  of  nuclear  weapons 
to  other  groups,  such  as  terrorists  and  rogue  states,  is  plausible. 

Organized  criminal  groups  also  have  the  ability  to  undermine  sanctions  against  rogue 
states  and  state  sponsors  of  terrorism.  Operating  in  the  underground  economy,  criminal 
organizations  can  circumvent  trade  sanctions  by  bringing  in  illegal  or  restricted  goods  and 
materials  in  cooperation  with  the  host  government.  This  trend  is  thus  far  evident  only  in  the 
smaller  criminal  organizations,  as  with  the  local  criminal  groups  in  the  former  Yugoslavia. 
However,  with  organized  crime's  increasing  control  over  the  gray  and  black  arms  markets,  this 
trend  could  easily  escalate  as  the  profit  potential  from  rogue  governments  and  the  terrorists  they 
sometimes  support  is  most  definitely  present.  Organized  crime  has  shown  itself  willing  to  go 
wherever  there  is  profit,  and  this  is  a  frightening  attribute  considering  the  opportunities  that  are 
likely  to  arise. 
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IV.  t^HE  DRUG  CARTELS 

A.  Background 

Drug  trafficking  is  not  a  new  phenomenon,  nor  did  it  begin  with  globalization  in  the 
traditional  sense.  Drug  trafficking  itself  emerged  in  its  significant  capacity  as  the  old  world  trade 
routes  began  to  develop,  primarily  through  powerful  countries  looking  for  profit.  As  such,  drug 
trafficking  has  historically  been  less  about  consumption  patterns  and  the  drug  culture  itself  and 
more  so  about  political  purposes  and  profit.  It  remains  so  today.  Powerful  countries  have  tended 
to  push  the  drug  trade  into  countries  too  weak  to  stop  it.  This  remains  as  well,  though  the  actors 
have  principally  changed.  Powerful  countries,  mostly  in  Europe,  have  historically  dominated  the 
drug  trade,  both  for  its  own  intrinsic  profit  potential  as  well  as  their  need  to  balance  trade  in 
goods  with  other  countries.  Opium  trafficking  through  China  in  the  late  19'  and  early  20' 
Centuries  was  enough  in  volume  to  balance  the  trade  that  Britain  was  receiving  through  the 
legitimate  trade  of  goods.  This  is  no  longer  the  case.  What  has  changed  is  the  moral  dimension, 
as  states  have  increasingly  viewed  the  drug  culture  as  a  moral  bad.  Thus,  a  change  in  the  drug 
trafficking  phenomenon  has  occurred  -  a  shift  in  control  away  from  the  former  monopolies  of 
powerful  states  and  into  the  hands  of  the  underground  drug  cartels. 

The  supply-and-demand  model  for  fighting  the  war  on  drugs  that  is  currently  in  place 
focuses  on  systemic  weaknesses  that  governments  face  -  production,  transportation,  and 
consumption.  However,  most  models  and  policies  do  not  include  failings  in  the  systems 
themselves,  taking  the  form  of  corruption  in  the  governments  involved  in  the  trafficking. 

Democracies  in  the  Third  World  are  typically  weak  and  thus  are  vulnerable  to  pressures 
from  powerful  drug  cartels.  Accountability  is  generally  lacking  and  politicians  trying  to  stay  in 
power  are  often  easily  bought  off.   Weak  democracies  are  just  as  susceptible  to  corruption  by  the 
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drug  trade  as  are  authoritarian  or  any  kind  of  other  regime.  Democracies  in  the  Third  World  in 
particular  may  be  more  so,  as  money  from  the  drug  cartels  can  keep  a  regime  in  power  or  support 
efforts  to  depose  it. 

Lucrative  profits  emerge  from  the  drug  trade,  and  as  a  result,  drug  traffickers  often  gross 
higher  profits  than  the  GDP's  of  some  nations.  These  groups  then  have  enormous  financial 
backing,  not  only  to  hire  terrorist  groups  and  the  like  for  protection,  but  also  to  bribe  and  corrupt 
law  enforcement.  Politicians  too  are  often  bought  off  and  lend  their  implicit  support.  The  drug 
traffickers  thus  create  an  area  of  relative  protection  around  their  operations. 

Drug  cartels  are  in  it  for  their  own  profits,  but  by  the  same  token,  the  states  that  harbor 
them  benefit  as  well.  The  fact  that  the  drug  trade  can  disrupt  a  country  in  regards  to  its  economic 
situation  as  well  as  its  social  fabric  allows  some  states  to  exploit  the  drug  trade  as  well. 
Therefore,  drug  trafficking  can  be  used  as  a  political  tool  against  those  countries  too  weak  to  stop 
it.  As  it  was  for  China  in  1840,  the  United  States  and  the  West  lack  the  capacity  to  prevent  the 
illegal  importation  of  drugs  into  its  boundaries. '°''  In  this  way,  for  example,  Colombia  has  been 
able  to  extract  vast  sums  of  aid  for  "the  war  on  drugs"  from  the  United  States,  with  the  US  full 
aware  that  the  aid  package  would  only  partly  be  used  for  counter-drug  efforts. 

Still,  those  states  that  put  pressure  on  countries  involved  in  the  drug  trade  find  it 

convenient  to  ignore  certain  aspects  of  the  drug  trade.  The  lop-sided  approaches  taken  by  the  US 

of  fighting  a  drug  war  here  and  ignoring  another  one  over  there  has  led  to  uncoordinated  policies 

that  do  little  more  than  relocate  areas  of  production.  The  existence  of  the  drug  trade  is  also  often 

downplayed  in  certain  countries  for  political  reasons. 

As  bad  as  drug-trafficking  might  appear  to  Americans,  when  a  decision  involves  dealing 
effectively  with  a  drug-producing  or  exporting  nation  while  maintaining  national  security 
interests  through  friendly  relations  with  that  country,  national  security  and  good  relations 
always  win  out  over  the  important  but  less  crucial  issue  of  drugs.' 
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Drug  trafficking  in  Mexico  is  often  downplayed.  For  example,  the  US  administration 
tends  to  ignore  the  fact  that  it  is  increasingly  becoming  a  narco-democracy.  As  the  United  States 
increasingly  focuses  on  Colombia,  it  is  likely  that  the  drug  trade  may  just  move  either  up  into 
Mexico  or  out  into  Peru  and  Bolivia.  Further,  while  the  United  States  is  largely  concerned  with 
fighting  cocaine  wars  within  Latin  and  South  America,  the  lucrative  production  of  narcotics  in 
the  Far  East  is  left  relatively  untouched.  Simply  because  of  its  geographical  proximity  and  high 
visibility,  this  area  is  focused  on  more  than  others.  The  "war  on  drugs"  in  one  region  merely 
leads  to  its  replacement  by  another.  Largely  as  a  result  of  the  US's  anti-drug  efforts  in  Latin 
America,  more  than  60  percent  of  the  cocaine  sold  in  the  US  and  Europe  now  moves  through  the 
Caribbean. '°'^  Even  if  the  drug  trade  was  eradicated  and  the  cartels  no  longer  existed  south  of  the 
US  border,  drugs  would  pour  in  from  Eurasia  and  the  Far  East.  The  US's  preoccupation  with  the 
drug  war  in  its  own  hemisphere  has  left  the  drug  trade  to  thrive  elsewhere. 

The  ad  hoc  policies  of  both  the  US  and  the  international  community  make  fighting  a  full- 
scale  war  on  drugs  virtually  impossible  when  there  are  so  many  areas  that  are  ignored.  The  drug 
trade  will  continue  to  exist  as  long  as  it  is  profitable  -  in  that  capacity,  it  can  be  viewed  as  a  weed 
in  a  garden,  where  the  gardener  only  sprays  for  weeds  here  and  there.  Destruction  of  one  weed 
will  inevitably  give  rise  to  another. 

B.  Setting 

The  United  States  spent  over  $16  billion  in  1997  fighting  the  drug  trade  with  its  primary 
purpose  being  to  reduce  the  supply  in  order  to  drive  up  prices  and  reduce  purity  -  however, 
average  prices  have  fallen  by  about  half  and  average  purity  now  approaches  50  percent  as 
compared  with  16  percent  a  decade  ago.""  In  1999,  Americans  alone  spent  $63  billion  on  illegal 
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drugs,  according  to  ONDCP.'"  The  drug  trade  is  big  business.  As  long  as  it  remains  profitable, 

which  it  is  likely  to  do  as  long  as  it  remains  illegal,  it  will  continue  to  mushroom. 

The  war  on  drugs  was  crippled  in  the  1980s  and  1990s  because  policy  makers  adopted 
the  supply-and-dcmand  approach,  which  disregarded  the  roles  of  global  financial 
institutions,  governments,  and  cultural  change.  The  supply-and-demand  model  focused 
on  the  impact  of  producer  and  consumer  countries  and  trade  routes.  It  did  not  bring  into 
the  equation  the  emergence  of  a  global  financial  system  that  was  out  of  control  of  any 
single  state.  This  growth  in  the  global  financial  system,  coupled  with  the  liberalization  of 
international  trade,  meant  that  states  not  only  lost  control  of  trade  but  also  of  their  capital 
markets. 

The  cunent  international  financial  system  smoothes  the  expansion  and  growth  of  the  drug 
cartels  and  drug  trafficking.  Lack  of  international  regulations  eases  the  efforts  of  drug  traffickers 
to  hide  the  flows  of  drug  money.  The  FBI  has  estimated  that  the  flow  of  money  laundered 
through  the  US  from  drug  trafficking  is  approximately  $300  billion  per  year."^  The  financial 
system  allows  the  drug  cartels,  much  as  it  does  organized  crime,  to  launder  funds  through 
illegitimate  channels  into  legitimate  ones.  Thus,  the  financial  backing  of  these  groups  in 
legitimate  institutions  is  quite  large. 

Drug  cartels  often  maneuver  under  the  tacit  approval  of  their  home  governments,  as 
governments  have  both  political  and  financial  reasons  for  protecting  the  drug  trade. 
Governments  in  the  Third  World  especially  are  likely  to  come  around  to  tacitly,  if  not  actively, 
supporting  the  drug  trade.  Conditions  in  the  international  community  are  such  now  that  no  major 
player  would  want  to  be  associated  with  the  drug  trade,  much  less  condone  it.  States,  however, 
that  see  themselves  as  marginal  players  in  the  international  community  and  also  those  that 
remain  outside  the  realm  of  real  international  political  pressures  are  not  as  bound  by  the  moral 
condemnation  imposed  by  the  major  players.    The  way  the  global  hierarchy  is  evolving,  with 
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some  countries  leaping  down  the  path  of  globalization  while  others  are  still  crawling  behind,  is 
creating  the  impetus  for  some  states  to  increasingly  turn  to  the  drug  trade. 

Developing  countries  are  coming  to  use  the  drug  trade  strategically  in  attempts  to  reduce 
their  economic  vulnerabilities.""*  As  there  is  no  international  accountant,  drug  revenues  taken  in 
by  governments  can  be  used  for  whatever  purposes  the  government  so  chooses,  including 
international  debt  payments.  As  the  countries  engaged  in  drug  trafficking  can  now  advance  their 
economic  and  political  status  as  a  result  of  their  increased  financial  backing,  other  developing 
and  transition  countries  will  see  these  gains  in  international  status.  There  will  be  an  incentive  for 
more  countries  to  participate  in  the  drug  trade  to  keep  up  economically  and  hence  politically.  In 
the  stratification  of  Third  World  countries,  those  that  do  pull  in  revenues  from  the  drug  trade  will 
be  in  a  better  position  than  the  ones  that  do  not. 

Drug-trafficking  nations  are  the  ones  making  the  profits,  expanding  their  economies  and 
advancing  their  political  interest  -  the  more  dependent  they  become  on  drug  sales,  the  less 
responsive  they  will  become  to  Western  incentives  to  reduce  their  drug  production.  If  the 
economic  incentives  offered  by  the  West  are  less  than  the  profits  obtained  through  the  drug  trade, 
which  they  are  likely  to  be,  drug-trafficking  nations  will  likely  either  refuse  this  aid,  or  accept  it 
while  clandestinely  continuing  to  produce  drugs. 

As  the  drug  trade  creates  benefits  for  some  and  costs  for  others,  it  is  obvious  that 
producer  countries  that  are  supporting  the  drug  trade  reap  all  the  benefits  while  countries  that 
become  the  consumer  countries  incur  all  the  costs.  Governments  have  four  main  reasons  for 
supporting  drug  trafficking  in  their  own  countries  and  consumption  elsewhere  -  1.  to  expand 
their  economic  influence,  2.  to  provide  extraordinary  profits  to  support  the  nation's  commercial 
mterests,  3.  to  use  anonymous  drug  monies  to  financially  support  intelligence  activities,  and  4.  to 
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target  an  enemy's  political  institutions,  armed  forces,  society,  and  its  most  important  vulnerable 
classes  and  elites."^  Furthermore,  as  was  evident  with  China  in  the  19"'  Century  and  the  US  and 
Europe  today,  countries  targeted  by  the  drug  trade  are  virtually  powerless  to  prevent  importation 
as  long  as  the  demand  exists. 

The  activities  of  drug  cartels  are  concentrated  primarily  in  three  regions  -  Latin  and 
South  America,  the  Golden  Crescent,  and  the  Golden  Triangle.  The  countries  that  comprise 
these  regions  are  beyond  the  influence  and  coercion  of  the  international  community,  and  thus 
drug  cartels  operating  within  their  borders  remain  the  primary  producers.  Central  and  Eastern 
Europe,  as  well  as  Russia,  are  also  beginning  to  develop  groups  involved  in  the  drug  trade  as  law 
enforcement  there  has  collapsed. 

Latin  America,  primarily  in  Mexico,  produces  most  of  the  marijuana  imported  into  the 
US.  Drug  traffickers  have  corrupted  most  of  Mexican  law  enforcement.  Little  progress  has  been 
made  by  the  Mexican  government  with  regards  to  arresting  and  prosecuting  the  drug  traffickers, 
and  the  military  that  is  now  in  charge  of  policing  the  drug  trade  is  expected  to  similariy  become 
as  narco-corrupted  as  the  politicians  and  police  force.  South  America,  primarily  Colombia, 
produces  most  of  the  cocaine.  Ninety  percent  of  the  US  cocaine  supply  is  estimated  to  originate 
in  Colombia."^  Colombian  and  Mexican  cartels  cooperate  for  the  most  part.  However,  Mexican 
drug  traffickers  are  posing  an  increasing  threat  to  US  interests,  starting  to  overcome  the 
domination  that  the  Call  cartels  once  possessed  in  the  1970's  and  1980's.  New  evidence 
suggests  that  these  Mexican  cartels  may  even  be  developing  new  sources  of  cocaine  in  Bolivia 
and  Peru  in  order  to  cut  out  the  Colombian  middlemen."^  The  disruptions  in  Colombian 
trafficking,  caused  by  the  arrest  of  some  of  its  top  leaders,  have  allowed  rival  groups  to  emerge 
in  Peru  and  Bolivia.''" 
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Southwest  Asia's  Golden  Crescent  (Afghanistan,  Pakistan,  and  to  some  extent  Iran)  and 
Southeast  Asia's  Golden  Triangle  (Burma,  Laos,  and  Thailand)  make  up  the  largest  international 
suppliers  of  heroin.'"'  While  cocaine  has  been  the  primary  threat  in  the  US  since  1985,  heroin  is 
becoming  more  so  and  is  fast  approaching  cocaine  in  terms  of  the  volumes  of  its  use. 
Afghanistan's  opium  yield  in  1999  was  estimated  at  2,100  tons,  yielding  210  tons  of  highly 
refined  heroin,  with  a  European  street  value  of  about  $60  billion.''-^  With  the  collapse  of  the 
Taliban  regime,  along  with  their  strong  discouragement  of  drug  production,  production  of  opium 
in  Afghanistan  is  likely  to  increase  substantially  as  the  return  to  production  becomes  a  lucrative 
business  in  the  subsistence  of  many  Afghanis.  The  Golden  Triangle  region  of  Southeast  Asia 
produces  over  two-thirds  of  the  global  consumption  of  4,100  tons  of  opium  per  year,  and  opium 
poppy  cultivation  is  further  extending  into  China,  Vietnam,  Cambodia,  and  North  Korea.  '  ' 

Eastern  Europe  too  is  beginning  to  show  signs  of  becoming  a  locus  of  drug  production 
and  trafficking.  Opium  poppy  and  cannabis  production  is  at  an  all-time  high  in  such  countries  as 
the  Ukraine,  Kyrgyzstan,  Tajikistan,  and  Uzbekistan,  resulting  from  the  collapse  of  strict  police 
controls  throughout  Eurasia.'"''  Central  and  Eastern  Europe  and  Russia  as  well  are  also 
becoming  major  transit  points  for  drugs  manufactured  in  Pakistan,  Iran,  and  Afghanistan; 
moreover,  Russia  is  beginning  to  also  become  the  major  transit  point  for  heroin  coming  from  the 
Golden  Triangle  in  the  Far  East. 

The  global  drug  trade  now  reaches  2  percent  of  the  world  economy  and  is  showing  no 
signs  of  decline.'"^  The  significant  issue,  however,  is  not  in  its  scale  or  magnitude  but  its 
tlexibiiity  and  abilities  to  adapt  in  order  to  evade  law  enforcement. 

One  of  the  mistaken  assumptions  in  fighting  the  "war  on  drugs"  was  the  principle  that  "if 
you  cut  off  the  head,  the  body  with  wither."    It  was  wrongly  assumed  that  the  removal  of  the 
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dynamic  personalities  that  tended  to  dominate  the  cartels  would  cause  the  groups  to  flounder. 
Instead,  these  groups  have  shown  great  flexibility,  with  new  leaders  stepping  up  allowing  the 
group  to  continue  to  function.  Some  drug  lords  even  continued  to  head  their  cartels  from  their 
jail  cells.  Gilberto  and  Miguel  Rodriguez  Orejuela,  who  ran  the  Cali  cartel  in  Colombia, 
continued  to  direct  operations  even  after  their  arrest  in  1995.  The  arrest  of  Fabio  Ochoa  of  the 
Medellin  Cartel  even  prompted  him  to  create  his  own  website  proclaiming  all  the  injustices  that 
had  been  done  to  him.  The  leadership  crises  that  were  expected  never  came,  and  even  after 
several  decades  of  concerted  drug  efforts  by  the  United  States  in  cooperation  with  governments 
in  Latin  and  South  America  they  failed  to  show  any  signs  of  decreasing  the  activity  of  the  drug 
cartels.  The  1992  capture  of  Abimael  Guzman,  the  head  of  Peru's  Shining  Path  who  was  also 
tied  with  drug  traffickers,  did  little  to  thwart  drug  trafficking  -  640  tons  of  cocaine  were  shipped 
out  of  Peru  in  1992,  causing  both  the  Peruvian  and  American  governments  to  publicly  declare 
their  joint  drug  policy  a  failure. '^^ 

Cooperation  with  the  governments  of  producer  nations  has  therefore  provided  mixed 
results.  Oftentimes,  narco-corruption  in  government  extends  to  the  highest  levels.  Where  this  is 
the  case,  official  agreements  and  promises  for  cooperation  cannot  be  taken  at  face  value. 
General  Jesus  Gutierrez  Rebollo,  the  head  of  Mexico's  anti-drug  agency,  was  praised  by  US 
authorities  and  President  Ernesto  Zedillo  for  his  integrity.  In  1997,  however,  he  was  discovered 
to  be  on  the  payroll  of  the  Mexico's  largest  cartel,  Ciudad  Juarez,  financing  interdiction 
operations  against  his  rivals  and  thus  allowing  a  serious  breach  of  US  anti-narcotic 
intelligence.'^" 

The  costs  to  society  are  huge.  The  estimated  total  costs  of  drug  abuse  in  the  US, 
including  health  care  costs  and  lost  productivity,  reached  $110  billion  in  1995,  according  to  the 
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US  National  Institute  for  Drug  Abuse  (NIDA).'^'  Drugs  are  also  a  main  factor  in  the  spread  of 
the  AIDS  epidemic.  It  is  clearly  worthwhile  for  drug-consumer  nations  to  halt  the  increasing 
intlux  of  illegal  drugs  into  their  borders;  however,  as  of  yet,  a  solution  remains  elusive. 

C.  Impetus  for  Cooperation 

The  drug  trade  has  become  a  commanding  economic  and  political  power  in  the  underworld. 
Increasingly,  drug  trafficking  is  involving: 

1 .  Innumerable  actors  organized  into  private  and  public  economic  networks  or  systems; 

2.  A  well  defined  division  of  labor  on  a  muhinatiomd  basis; 

3.  A  complex  set  of  attitudes,  values,  and  behavioral  norms; 

4.  Production  and  distribution  systems  that  are  both  domestic  and  multinational; 

5.  Avenues  for  "laundering"  the  flow  of  large  cash  profits; 

6.  Often  a  high  level  of  violence; 

7.  A  complex  set  of  relationships  with  governments  of  various  nations  that,  in  one  way 
or  another,  find  themselves  related  to,  and  sometimes  profiting  from,  the  traffic  in 
drugs.'''" 

Economic  networks  are  forming  with  other  diverse  groups  as  organized  crime, 
smugglers,  terrorists,  and  the  like.  Horizontal  integration  is  occurring,  as  it  does  in  legitimate 
businesses,  with  other  groups  that  complement  the  drug  trafficker's  operations.  Groups  that 
specialize  in  the  smuggling  of  people  particularly  benefit  from  cooperation  with  the  drug 
traffickers.  Routes  that  are  used  to  smuggle  illegal  drugs  across  borders  are  often  used  to 
smuggle  illegal  aliens,  and  cooperation  among  these  groups  can  therefore  be  beneficial.  The 
complex  weave  of  drugs-for-arms  deals  also  benefit  drug  traffickers  enormously.  One  variant 
already  noted  involves  drug  trafficking  groups  providing  drugs  to  organized  crime,  who  in  turn 
provide  weapons  and  military  equipment  to  terrorist  groups,  who  in  turn  provide  protection  for 
the  drug  traffickers.  Having  terrorist  groups  providing  protection  for  drug  cultivation  adds 
another  dangerous  challenge  for  law  enforcement.    In  certain  areas  of  Colombia,  for  example, 
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where  the  FARC  protects  cultivation  for  the  Colombian  cartels,  the  Colombian  government  has 
essentially  given  up  any  attempts  at  infiltration.  The  FARC  virtually  governs  those  areas. 

"With  drug  trafficking,  there  is  always  a  large  flow  of  money  and  guns,  and  it  is 
uncontrolled  and  the  opportunities  for  terrorists  are  very  clear.  Narco-corruption  provides  an 
excellent  opportunity  for  terrorists  because,  by  definition,  it  means  that  there  is  a  lot  of 
smuggling  of  people  and  material."''*^  Authorities  are  already  seeing  the  relationships  between 
drug  traffickers  and  terrorist  groups  in  Colombia.  Both  the  Revolutionary  Armed  Forces  of 
Colombia  (FARC)  and  the  National  Liberation  Army  (ELN)  have  assisted  drug  trafficking 
groups  in  transporting  and  storing  cocaine  and  marijuana  in  Colombia.  "  Hezbollah  and  the 
Shining  Path  have  financed  some  of  their  operations  from  involvement  with  the  production  and 
smuggling  of  illegal  drugs. '-^^  Drug  traffickers  in  particular  are  likely  to  turn  to  terrorists,  or  even 
develop  terrorist  capabilities  themselves,  when  their  operations  become  severely  threatened. 
When  the  net  was  closing  in  on  Pablo  Escobar  in  Colombia,  he  predictably  turned  to  terrorism  to 
protect  his  industry.'"^ 

The  vertical  division  of  the  drug  industry  has  also  taken  on  many  complexities.  The 
cultivators,  refiners,  smugglers,  and  distributors  involved  in  the  drug  pipeline  rarely  belong  to  the 
same  group.  Heroin  that  is  cultivated  in  the  Golden  Triangle,  for  example,  is  often  refined  in 
various  places  in  South  America,  then  passed  on  to  Mexican  smugglers  to  traffic  it  into  the  US, 
and  then  subsequently  sold  to  street  gangs  of  various  affiliations  for  eventual  distribution.  The 
three  main  drug  cartels  in  Mexico  -  the  Ciudad  Juarez  cartel,  the  Gulf  cartel  and  the  Tijuana 
cartel  -  have  primanly  subordinate  relationships  with  the  Colombian  drug  groups  and  are 
responsible  for  about  half  of  the  cocaine  imported  in  the  US,  receiving  40  to  50  percent  of  the 
profit.'" 
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In  drug  cartels,  there  is  not  the  same  sense  of  camaraderie  and  loyalty  that  exists  within 
organized  criminal  groups  or  terrorists.  Where  the  latter  groups'  members  are  often  bound  by 
loyalty  oaths  as  part  of  the  requirements  of  association,  members  of  drug  cartels  primarily  come 
together  for  profit  alone.  As  such,  infiltration  by  law  enforcement  would  seem  an  easy 
operation.  However,  the  drug  cartels  for  the  most  part  have  compartmentalized  their  operations, 
similar  to  many  teiTorist  organizations,  so  that  one  informant  does  not  know  the  entire  structure 
of  the  organization.  Drug  trafficking  groups  have  extended  cooperation  to  different  types  of 
criminal  groups  in  facilitating  efficiency  and  expansion  of  their  operations;  however,  they  are 
less  likely  to  do  so  with  other  drug  trafficking  groups.  As  the  drug  trade  becomes  more 
international  and  groups  that  now  specialize  in  one  area  extend  to  others,  cooperation  will  more 
than  likely  become  a  necessity  as  drug  cartels  begin  to  overlap  in  their  operations.  A  likely 
consequence  may  be  infighting  between  rival  groups  at  first,  but  the  more  likely  end  result  is 
probably  only  bigger  cartels. 

Production  and  distribution  systems  are  changing  shape  as  well.  Drug  cartels  who  were 
formerly  a  capsule  of  their  own  vertical  integration  have  now  merged  into  more  specialized 
units.  The  drug  cartels  remain  to  "oversee"  operations,  however,  individual  processes  are  now 
more  compartmentalized.  For  the  most  part,  cultivators  and  refiners  tend  to  have  the  same  basis 
of  operation,  but  the  cartels  are  increasingly  using  smugglers  that  specialize  in  trafficking  goods 
across  borders.  The  final  distribution,  too,  is  often  passed  on  to  other  groups. 

The  internationalization  of  the  financial  system  and  the  lack  of  regulations  have  made 
money  laundering  quite  simple  for  most  drug  cartels.  Offshore  banking  in  the  Caribbean  is 
popular,  with  the  weak  regulations  and  secrecy  allowing  drug  cartels  to  launder  their  profits. 
Many  of  the  small  states  are  becoming  havens  for  money  laundering  and  are  seeing  that  it  is  a 
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reliable  source  of  investment.  Seeing  few  other  options,  they  are  implicitly  welcoming  the  dirty 
money.  Offshore  banks,  trust  companies,  international  business  corporations,  casinos,  and 
Internet  gaming  establishments  in  the  Canbbean  are  used  both  by  drug-traffickers  and  organized 
crime  to  launder  illicit  funds. '■^**  Economically,  there  is  little  else  for  these  countries  to  do  that 
generates  these  levels  of  revenue,  which  make  drug  traffickers  and  organized  crime  increasingly 
tlock  there. 

As  drug  cartels  are  increasingly  associating  with  organized  crime  and  terrorists,  they  are 
adopting  some  of  their  behaviors  as  well.  Increasing  violence  is  used  to  protect  soaring  profits. 
Terrorists-for-hire  provide  a  level  of  violence  high  enough  to  keep  law  enforcement  at  a  safe 
distance.  Organized  crime  associated  with  drug  trafficking  similarly  uses  its  own  style  of 
violence  and  intimidation  to  protect  its  share  of  the  profits.  The  corruption  in  Colombia  and 
other  states  in  South  and  Latin  America  for  example  have  presented  organized  crime  with  a 
valuable  opportunity.  Infiltration  into  these  societies  provides  additional  centers  from  which  to 
organize  and  transship  drugs,  arms,  and  other  such  illegal  goods.  The  drug  cartels  also  similarly 
benefit  from  cooperation  with  organized  crime.  For  example,  the  Sicilian  mafia  and  Colombian 
drug  cartels  created  the  first  known  pact,  giving  the  Colombians  "exclusive  rights"  for  trafficking 
South  American  cocaine  in  Europe. '"^^  Many  other  such  transnational  agreements  have  followed 
between  other  cartels  and  mafias  around  the  world. 

Some  governments  are  getting  in  on  the  profits  as  well.  Bribery  in  some  governments 
allows  drug  money  to  be  funneled  through  into  state  activities,  while  some  governments  benefit 
directly.  Mexico  is  still  considered  to  be  a  transition  country.  Its  sensitivity  to  capital  outflows 
make  it  vulnerable  to  dependence  on  drug  revenues  -  a  fact  which  criminal  cartels  are  taking 
good  advantage  of  and  corruption  in  the  government  can  only  worsen.'"*"  On  the  other  hand,  it  is 
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thought  that  North  Korea  imposes  an  implicit  tax  on  trafficking  through  its  borders.  More  than 
40  percent  of  the  methamphctamine  seized  in  Japan  in  1999  came  from  North  Korea  -  evidence 
is  mounting  that  North  Korea  is  engaging  in  the  drug  trade  to  raise  badly  needed  revenues,  as 
persons  employed  as  diplomats  or  quasi-officials  are  increasingly  apprehended  trying  to  smuggle 
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drugs. 

D.  Concluding  Perspectives 

With  the  expansion  of  drug  trafficking,  some  cartels  have  all  but  captured  the  state,  its 
resources,  and  its  tacit  support.  The  materializations  of  narco-democracies,  especially  in  Latin 
and  South  America,  have  complicated  the  problems  of  counter-narcotic  efforts  and  all  made 
negotiations  and  cooperation  with  host  country  governments  all  but  impossible. 

Further,  the  Clinton  Administration's  efforts  in  militarizing  the  war  on  drugs  in  Latin 
America  has  been  one  of  the  US's  worst  foreign  policy  errors.  Assuming  that  Latin  American 
armies  are  more  honest  and  less  corrupt  than  these  countries'  law  enforcement  agencies  is  simply 
mistaken.'"*"  Armies  in  Latin  America  are  often  just  as  corrupt  or  even  more  so  as  they  are 
generally  not  as  accountable  within  the  government  bureaucracy  as  civilian  institutions  are. 
Granting  this  type  of  power  to  Latin  American  militaries  does  nothing  more  than  undermine  the 
scant  form  of  democracy  that  is  in  existence  and  perpetuate  the  increasing  anocratization  of  these 
societies. 

As  a  direct  result  of  their  financial  resources,  organizational  structure,  and  their 
willingness  to  resort  to  brutal  violence,  drug  traffickers  may  be  emerging  as  the  new  elite  in  the 
Third  World  countnes  where  the  production  of  illegal  drugs  has  rapidly  become  the  major  cash 
crop.    With  their  economic  clout,  and  the  capacity  to  enforce  the  continuation  of  their  interests. 
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drug  traffickers  arc  also  finding  themselves  in  a  position  of  political  power  as  well.  As  some 
Third  World  countries  are  focusing  more  and  more  on  drug  production,  their  economies  are 
beginning  to  experience  signs  of  increasing  revitalization,  albeit  illegally  funded.  With  that 
economic  power  developing  through  the  drug  trade,  drug  traffickers  are  correspondingly 
developing  their  political  power  and  legitimacy. 

The  narcotics  trade  itself  creates  additional  dimensions  that  must  be  dealt  with 
simultaneously  while  fighting  the  war  on  drugs.  The  narcostatization  that  occurs  as  a  country 
becomes  more  and  more  involved  in  the  drug  trade  increases  the  corruption  within  the 
government.  Accountability  from  these  governments  cannot  be  expected  and  their  commitments 
should  therefore  be  considered  cautiously.  Antagonism  from  the  population  of  the  countries 
engaged  in  the  drug  trade  should  be  expected  as  narcotic  consumption  erodes  the  foundation  of 
the  civic  culture.  '  Governments  may  come  to  depend  on  the  money  surpluses  from  the  drug 
trade  to  service  debts,  limit  taxes,  subsidize  constituencies,  buy  off  power  contenders,  and 
project  state  power  into  other  states  and  societies.'"*^ 

The  drug  economy  brings  a  measure  of  stability  to  Third  World  countries  through  jobs 
and  investment  capital  that  otherwise  would  be  characterized  by  much  poverty  and 
unemployment.  Thus,  state  governments,  even  if  they  possessed  the  capacity  to  thwart  the 
drug  trade,  would  have  little  incentive  to  do  so.  Furthermore,  to  dismantle  the  drug  culture  and 
its  industry  entirely  would  further  send  the  economies  of  many  Third  World  narco-supported 
countries  into  a  tailspin,  initiating  worldwide  economic  depression  and  economic  chaos. 

Eradicating  the  drug  trade  in  countries  where  drugs  are  the  primary  means  of  subsistence 
without  simultaneous  compensation  or  other  alternative  method  of  providing  earnings  could  very 
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well  solidify  the  interests  of  former  crop  growers  and  traffickers  with  local  terrorist  factions. 

This  in  turn  could  serve  to  increase  violence  and  the  illegal  flow  of  weapons  to  support  it. 

If  revolutions  truly  are  bom  of  frustrated  expectations,  the  prospect  of  the  sudden 
destruction  or  collapse  of  the  cocaine  industry  should  give  nightmares  to  South  American 
leaders  -  and  to  leaders  in  Washington  as  well. 
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V.  Cases  of  particular  concern 

The  conglomeration  of  the  global  underground  may  soon  pose  an  immediate  challenge  to 
international  security.  There  are  certain  areas  already  engaged  with  some  form  of  cooperation  in 
the  underground  and  others  that  are  displaying  immediate  vulnerabilities  to  infiltration  by  these 
groups.  Infiltration  by  the  underground  conglomerate  poses  such  diverse  threats  as  weakened  or 
defunct  democracies,  insurgencies  and  regional  instability,  decaying  moral  and  social  fabrics, 
and  corruption  of  legitimate  businesses  and  financial  institutions.  Cooperation  in  the 
underground  can  cause  now  relatively  contained  threats  to  quickly  evolve  into  international 
security  concerns.  The  following  cases  should  be  of  particular  concern  to  the  international 
community. 

A.  Central  and  Eastern  Europe 

As  a  result  of  the  growing  conglomeration  of  organized  criminal  groups,  special  concern 
should  be  placed  with  the  transition  economies  of  Central  and  Eastern  Europe.  Readjusting  and 
reorganizing  the  focus  of  a  society  from  an  economy  based  on  centrally  planned  administration 
to  one  based  on  the  free  market  involves  overwhelming  changes  in  both  the  structure  of  society 
and  the  attitudes  of  its  people.  The  uncertain  dynamics  of  dismantling  an  existing  economic 
system  while  at  the  same  time  creating  a  new  one  makes  the  state  of  affairs  in  transition 
countries  very  volatile.'"* 

While  formal  institutions  have  been  radically  altered  towards  democratic,  market- 
oriented  forms,  informal  institutions  have  changed  less  so  and  economic  behavior  still  suffers 
from  an  altered  sense  of  incentives,  sanctions,  and  opportunities.'"*  Norms  of  behavior  cannot 
be  expected  to  instantaneously  adjust.    As  the  black  market's  presence  already  has  a  history  of 
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acceptance,  the  norms  of  behavior  associated  with  it  all  but  invite  the  further  imposition  of 
criminal  groups.  The  liberalization,  stabilization,  and  privatization  being  attempted  are  not  a 
sufficient  shield  -  most  of  these  economies  have  yet  to  establish  the  rule  of  law  and  their 
societies  remain  pervaded  by  the  legacies  of  arbitrary  discretion  that  encouraged  contrary 
behaviors  as  informal  nonns. 

Further,  the  transition  processes  have  tended  to  be  implemented  unevenly.  Western 
banks  entering  these  economies  have  contributed  little  to  the  financing  of  new  local  firms, 
prefemng  instead  to  concentrate  on  joint  ventures  with  western  firms. '^'  Thus,  it  is  local 
organized  crime  that  is  left  to  invest  in  the  transition  countries,  both  illegitimately  and  also 
through  legitimate  business  fronts.  As  institutions  are  reforming,  they  are  not  reforming  fast 
enough  and  organized  crime  is  invading  and  corrupting  government  infrastructure  before  it  even 
has  a  chance  to  establish  itself.  Western  firms  are  justified  in  their  hesitance  to  invest  in  Central 
and  Eastern  Europe  -  they  do  not  want  to  risk  becoming  mired  in  another  Russia,  where  bribery 
and  extortion  are  the  norm  in  business/government  relations.  Sweeping  reforms  like  those  that 
are  being  instituted  in  the  transition  economies  create  conditions  prime  for  noncompliant 
behavior.' 

The  growing  importance  and  affluence  of  the  transition  economies,  together  with  their 
history  of  acceptance  of  the  black  market,  provide  both  a  financial  and  geographic  opening  for 
these  groups.  If  the  tacit  cooperation  that  is  already  beginning  to  occur  among  the  various 
criminal  groups  increases  faster  than  the  rule  of  law,  these  groups  will  have  an  opportunity  to 
subvert  the  transition  processes  and  take  a  substantial  hold  over  their  economies,  obstructing  any 
further  formal  liberalizing  processes.  In  Russia,  of  course,  the  organized  criminal  syndicates  that 
have  pervaded  economic  activity  have  had  destructive  effects  on  Moscow's  economic  reforms. 
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Early  reforms  in  the  Central  and  Eastern  European  countries  have  tended  to  legitimize  the 
underground  activities  already  in  place  -  estimates  of  their  underground  economies  actually 
increased  from  18  to  22  percent  between  1989  and  1994.'^^ 

Criminal  cooperation  will  most  likely  progress  to  an  unstated  underground  formality 
where  the  transition  economies  would  come  to  be  controlled  from  below  and  where  imposition 
of  changes  from  above  would  become  increasingly  difficult,  if  not  impossible.  The  underground, 
or  second,  economy  could  essentially  come  to  serve  as  the  first.  The  significance  of  the  power 
that  these  criminal  groups  could  exert  over  the  transition  economies  lies,  therefore,  in  the 
economic  sphere.  The  internal  economic  dynamics  created  within  their  own  shadow  economy 
would  develop  into  its  own  economic  system,  with  its  own  rules  and  regulations.  Thus,  having 
the  control  over  the  transition  countries'  economies  would  also  afford  them  political 
opportunities,  and  it  is  likely  that  infiltration  of  organized  crime  could  extend  to  the  highest 
levels  of  government  as  it  does  in  Russia.  It  is  estimated  that  four  of  five  Russian  businesses  pay 
protection  money  to  these  organized  criminal  groups. '^"^  If  Eastern  and  Central  Europe  go  down 
this  road,  it  may  be  a  difficult  future  for  establishing  market-oriented  legitimate  economies  and 
building  stabilized  democracies. 

Russian,  Italian,  ethnic  Albanian,  Nigerian,  and  Chinese  criminal  organizations  have  all 
made  inroads  into  Eastern  and  Central  Europe  since  the  fall  of  the  Communist  regimes.' 
Organized  crime  has  taken  advantage  of  inadequate  legislation  including  lack  of  government 
regulatory  and  cnminal  investigative  powers  as  well  as  poor  enforcement  of  modem  banking  and 
financial  systems  to  smuggle  cash  and  legitimize  illicit  profits. '^^  The  effects  of  money 
laundering  can  be  significant  in  developing  countries'  economic  and  political  stability.  Money 
laundering  operations  also  are  easier  facilitated  where  modem  banking  laws  are  yet  to  be  firmly 
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established  and  criminal  organizations  can  more  easily  corrupt  financial  officials.  The  already 
sizeable  percentage  of  underground  economic  activity  is  likely  to  increase  and  pose  significant 
problems  for  economic  stability  in  the  region. 

The  possible  effects  that  these  conglomerations  could  have  on  the  transition  economies 
reaches  into  the  overall  stabilization  of  the  world  economy,  as  organized  crime  extends  its 
economic  monopolies  into  the  territories  of  Central  and  Eastern  Europe.  Too,  the  growing 
strength  of  organized  criminal  groups,  their  cooperation  with  other  illicit  groups,  as  well  as  their 
increased  penetration  into  surrounding  societies  may  further  contribute  to  the  post-Soviet 
problem  of  the  eruption  of  regional  ethnic  violence. '^^  Organized  crime  may  even  be  likely  to 
advocate  the  development  of  terrorist  networks  in  Eurasia,  where  these  terrorist  campaigns  can 
simultaneously  operate  as  fronts  for  organized  crime.  With  the  heavy-handed  responses  to 
teiTorism  in  Russia  and  Uzbekistan  for  example,  the  long-term  security  picture  has  become 
worse,  not  better  -  the  root  causes  of  these  movements,  namely  poverty,  massive  unemployment, 
and  lack  of  religious  freedom  coinciding  with  the  revival  of  Islam,  have  not  been  addressed. '^^ 
Thus  recruitment  throughout  Eurasia  in  likely  to  become  unproblematic,  and  the  ease  with  which 
terrorists  build  their  networks  and  infrastructure  is  likely  to  increase. 

Drug  trafficking  through  Central  and  Eastern  Europe  too  is  likely  to  increase.  Routes 
have  traditionally  been  used  through  the  former  Soviet  States  to  link  Western  European  markets 
with  illegal  substances  coming  out  of  the  Golden  Crescent.  An  estimated  65  percent  of  the 
Afghani  drug  trade  had  historically  passed  through  Central  Asia,  Russia,  and  the  Baltic  States. '^"^ 
With  the  precarious  slate  of  the  political  and  economic  transition  activities  in  these  countries, 
criminal  organizations  are  finding  it  easy  to  evade  the  scant  law  enforcement  and  judicial 
authorities.   The  beginnings  of  cooperation  with  drug  traffickers  are  only  likely  to  increase  the 
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flow  of  illegal  drugs.  For  example,  Lithuania,  Latvia,  and  Estonia  have  inherited  some  of  the 
best  European  ports  after  the  collapse  of  the  Soviet  Union,  controlling  substantial  trade  routes 
that  are  extensively  being  abused  by  organized  crime  for  illicit  commerce. '^° 

Eastern  and  Central  Europe  is  thus  most  prone  to  infiltration  by  organized  crime,  and 
what  will  likely  follow  are  further  inroads  by  drug  traffickers.  The  climate  of  illegality  may 
serve  to  attract  terrorist  groups  cooperating  with  organized  crime,  and  may  serve  to  further  rouse 
the  disaffected  and  spawn  added  insurgent  and  terrorist  activity,  most  likely  along  ethnic  lines. 
The  potential  for  instability  on  many  fronts  is  present  in  the  transition  countries,  and  spillover 
outside  the  region  into  Western  Europe,  Asia,  the  Middle  East,  and  Russia  can  be  predicted  if 
this  international  security  challenge  is  not  dealt  with. 

B.  China,  Hong  Kong,  Taiwan,  and  Macao 

The  Chinese  Triads  are  probably  the  oldest  of  the  Asian  Triads-  historians  have 
identified  secret  societies  as  early  as  the  5th  Century  B.C.  and  have  subsequently  linked  them  to 
the  19"^  century  Taiping  Rebellion,  the  1911  revolution  of  Sun  Yat-sen,  and  the  1937-45  struggle 
against  Japan."*'  As  the  imperial  powers  attempted  to  crack  down  on  the  ever-expanding  secret 
societies,  they  were  driven  further  underground  with  their  members  becoming  increasingly 
marginalized,  outlawed,  desperate,  and  dangerous. '^~  The  societies,  therefore,  became 
increasingly  likely  to  turn  to  criminal  activities  and  it  was  not  long  until  the  societies  themselves 
became  criminal  organizations. 

Secret  political  societies  that  originated  in  the  17'*'  Century  to  overthrow  the  Ching 
Dynasty  and  to  restore  the  Ming  Dynasty  to  power  have  evolved  into  what  today  is  known  as  the 
Asian  Triads.       Their  famous  catchphrase  remains:  fan  q'ing-fuk  ming  -  overthrow  the  Q'ing- 
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restore  the  Ming."''*  In  1854,  the  failure  of  the  Red  Turban  revolt  to  overthrow  the  Q'ing  led 
most  of  the  Triad  societies  to  tlee  to  save  havens,  with  most  going  to  Hong  Kong.  ''"  The  Triads 
on  the  mainland  then  migrated  from  Hong  Kong  and  Taiwan  when  the  Communists  took  over  in 
1947.'"'  Thus,  only  recently  have  Triads  returned  to  the  mainland.  Now,  there  is  presence  of  the 
Triad  culture  throughout  China,  Hong  Kong,  Taiwan,  and  Macao. 

Organized  criminal  syndicates,  as  evidenced  by  the  Triads  in  Asia,  are  increasing  in 
capabilities  and  strength.  Like  their  Russian  counterparts,  the  Chinese  Triads  operate  under  the 
auspices  of  an  accepted  legitimacy.  Whereas  the  legitimacy  achieved  by  Russian  organized 
crime  derives  from  practicality,  in  the  sense  that  it  is  the  Mafiya  that  provides  most  of  the  scant 
forms  of  law  and  order  in  society,  the  legitimacy  of  the  Chinese  Triads  stems  from  historical 
tradition.  The  Chinese  Triads  were  able  to  become  powerful  and  vengeful  because  their  victims, 
as  did  many,  believed  that  they  had  a  quasi  divine  right  to  do  so:  they  were  religiously 
constituted,  rooted  in  Chinese  history  and  legend."'^  As  practicality  allows  Russian  organized 
crime  to  function  unhindered  within  the  Russian  society,  so  too  does  tradition  allow  the  Triads  to 
maintain  their  presence  with  the  Chinese  people  that  further  legitimizes  their  activities  and 
continued  existence.  A  radical  breakdown  of  Communism  within  China  could  further  increase 
the  influence  of  established  organized  crime  within  China's  economic  and  political  systems. '^^ 

Most  Triad  Societies  are  based  in  Hong  Kong,  Taiwan,  or  Macao  and  collectively  have 
an  international  membership  over  100,000.  There  are  50  or  60  different  triad  societies  in  Hong 
Kong,  with  Sun  Yee  On  the  largest  and  the  only  one  with  a  hierarchical  structure.  Sun  Yee  On 
along  with  the  14K  society,  based  in  Hong  Kong,  are  involved  in  high-tech  computer  crimes  and 
cnminal  activities  such  as  manipulations  of  futures  and  stock  markets.  The  multifaceted 
international   business  community  and  the  modem  banking  sector  in  Hong  Kong  provide 
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concealment  of  money  laundering  operations  -  it  is  one  of  East  Asia's  major  sanctuaries  for 
heroin  drug  profits,  laundered  through  numerous  businesses  associated  with  the  Asian  Triads. 

Joining  the  traditional  triad  societies  of  Hong  Kong,  Macao,  and  Taiwan  are  upstart 
Chinese  criminal  organizations  from  the  mainland  with  increasing  sophistication,  flamboyance, 
and  aggressiveness.'™  One  associated  with  ever-escalating  violence  is  Big  Circle  gang.  These 
new  upstarts  are  involved  in  traditional  drug  trafficking,  arms  smuggling,  and  money  laundering 
but  are  also  moving  into  more  sophisticated  operations  in  areas  of  credit  card  fraud,  computer 
chip  theft,  software  piracy,  and  other  such  intellectual  property  violations.'^'  Though  Chinese 
Triads  are  not  as  strong  and  their  Russian  or  European  Counterparts,  they  have  made  significant 
inroads  in  certain  European  countries,  notably  the  Netheriands,  the  United  Kingdom,  Germany, 
and  Central  Europe,  the  latter  becoming  a  major  conduit  for  movement  of  illegal  Chinese 
immigrants  into  Western  Europe.'^"  Illegal  Chinese  immigrant  trafficking  generates  revenues  in 
excess  of  $3.5  billion  a  year,  with  that  figure  likely  to  rise  as  the  employment  situation  in  China 
further  deteriorates.  '^" 

Additionally,  piracies  in  international  waters  have  become  increasingly  violent,  as  these 
organized  crime  networks  have  stepped  up  their  possibilities  for  profits  by  escalating  to  ship 
hijackings  and  kidnap  and  ransom  techniques.'^"*  There  always  exists  the  possibility  that 
terrorists  could  hijack  ships,  however,  now  there  also  exists  the  possibility  that  the  criminal 
gangs  could  do  it  for  them.  When  the  criminal  gangs  are  finished  extracting  profit  from  cargo 
and  crew,  there  is  little  to  hinder  them  from  then  selling  the  ship  to  terrorists  for  a  profit. 

The  Asian  Triads  have  established  cooperation  with  drug  producers,  especially  in  the 
Golden  Tnangle.  Following  the  Communist  takeover  and  subsequent  crackdown  on  the  drug 
trade,  Chinese  Triads  shifted  the  trafficking  of  drugs  from  the  Golden  Triangle  from  the 
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mainland  to  new  avenues  through  Hong  Kong,  Macao,  and  Taiwan.  Now,  however,  trafficking 
has  returned  to  China.  Resulting  from  Thailand's  increased  drug  interdiction  efforts,  China  has 
become  a  more  favorable  transit  route,  as  well  as  Cambodia  and  Vietnam,  due  to  their 
government's  efforts  to  improve  transportation  and  import/export  infrastructure.'^^ 
Technological  improvements  at  Chinese  ports,  together  with  the  increasing  corruption  of  local 
customs  officials,  have  allowed  Chinese  criminals  to  diversify  their  routes,  enabling  them  to  ship 
directly  across  the  Pacific  to  major  seaports  in  the  US  and  Canada  without  having  to  transit  to 
Hong  Kong,  Japan,  Taiwan,  or  Singapore.'^''  Heroin  from  Southeast  Asia  is  cultivated  in  the 
Golden  Triangle  area  of  Myanmar,  Laos,  and  Thailand  and  continues  through  Hong  Kong, 
China,  and  Taiwan  on  its  way  to  the  US  or  other  destinations.'^^ 

The  Asian  Triads  are  showing  cooperation  with  quite  a  few  diverse  groups.  More  than 
500  Nigerian  criminal  cells  operate  in  over  80  countries,  primarily  in  North  America,  Europe, 
and  Asia.  Even  though  they  produce  none  themselves,  Nigerian  criminal  groups  are  the  most 
active  traffickers  in  Asian  heroin,  cooperating  with  the  Asian  triads  to  smuggle  it  into  the  US.'^* 

The  Triads  are  also  making  inroads  in  Central  and  Latin  America.  For  some  time  now, 
the  Triads  have  been  cooperation  with  Mexican  organized  crime  to  smuggle  illegal  Chinese  and 
heroin  from  the  Golden  Triangle  into  the  US.  Now,  we  are  beginning  to  see  cooperation  with 
Colombian  drug  cartels  as  well.  Under  the  tutelage  of  Triad  horticulturalists  and  chemists, 
Colombian  drug  cartels  are  beginning  to  cultivate  opium  poppies  and  manufacture  their  own 
heroin.  Additionally,  Chinese  nationals  are  smuggled  into  Mexico  by  Asian  organized  crime, 
and  then  smuggled  into  the  US  by  Mexican  organized  crime,  using  the  same  routes  and  methods 
for  smuggling  cocaine  for  the  Colombian  drug  cartels.'**"  One  of  the  Chinese  Triads  has  even 
cornered  the  market  in  counterfeit  Argentine  papers,  with  the  benefits  being  that  Argentina  is  the 
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only  Latin  American  country  whose  citizens  need  not  apply  for  visas  in  advance  to  enter  the 
US.'**' 

The  Japanese  Yakuza  have  been  reluctant  to  cooperate  with  any  outside  groups, 
prefeiring  instead  to  remain  relatively  isolated  in  the  underground  world.  However,  the  similar 
anti-communist  postures  and  rightist  tendencies  shared  with  the  Chinese  Triads  are  likely  to 
provide  a  basis  for  cooperation  between  these  groups.  If  Japanese  organized  crime  is  to  be 
indoctrinated  in  the  world  of  cooperation  within  the  underground,  it  is  likely  that  it  will  be 
dealings  with  the  Chinese  that  initiate  their  integration. 

Economic  liberalization  in  China  has  allowed  criminal  interests  to  establish  legitimate 
businesses  to  serve  as  front  companies.'  -  China's  economic  initiatives  include  inviting  overseas 
businessmen  to  invest  in  the  Chinese  economy  and  thus  allow  criminal  organizations  from  Hong 
Kong,  Taiwan,  and  Macao  to  establish  footholds  in  southern  China  -  especially  in  Guangdong 
and  Fujian  Provinces,  the  Shenzen  and  Xiamen  Economic  Zones,  and  Beijing,  where  there  is 
significant  international  business  activity  with  large  volumes  of  transactions.'^'^  The  triads  then 
use  legitimate  business  fronts  to  hide  the  trafficking  of  illicit  goods  such  as  arms,  drugs,  and 
people.  Operating  in  major  commercial  centers,  the  Chinese  Triads  use  a  wide  variety  of 
interchangeable  front  companies  and  legitimate  businesses  to  arrange  financing  and 
transportation  of  drugs,  especially  Southeast  Asian  heroin.'^"* 

The  Triads,  once  politically  motivated,  now  exist  solely  for  profit.  Triad  investment  in 
society's  legitimate  businesses  is  enormous.  It  is  estimated  that  there  are  few,  if  any,  businesses 
in  Hong  Kong  with  an  annual  turnover  in  excess  of  US$1.3  million  that  does  not,  voluntarily  or 
otherwise,  have  Triad  investment  somewhere  on  the  books. '**^  Financial  chaos  in  Asia  would 
result  if  the  influence  of  the  Triads  were  ever  suddenly  removed. 
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C.  The  Middle  East 

Hezbollah  has  a  few  deviations  from  the  cooperations  we  are  observing  elsewhere,  but 
the  atmosphere  surrounding  this  group  still  conforms  to  the  general  predictions  for  the  theory. 
The  particular  teiTorist  group  Hezbollah,  authoritatively  separated  from  its  state  sponsors,  has 
developed  its  own  internal  faction  for  drug  trafficking  as  a  source  of  revenue.  This  particular 
variation  involves  a  change  of  form  within  the  terrorist  organization,  and  should  be  seen  as  yet 
another  aspect  of  the  metamorphosis  of  these  illicit  groups. 

Hezbollah  has  cooperated  with  organized  criminal  syndicates  as  well  as  other  terrorist 

groups  to  facilitate  its  operations.    The  development  of  this  particular  terrorist  group  and  its 

progression  through  further  projected  cooperation  should  be  watched,  as  it  is  one  of  the  terrorist 

groups  that  has  already  developed  diverse  international  connections.    Iran  has  tacitly  continued 

its  support  of  both  Hezbollah  and  Palestinian  groups  in  their  terrorist  activities  against  Israel. 

Iran  has  provided  wide-ranging  support  -  from  funding  training,  and  logistical  assistance  to 

publicly  stating  that  Israel  is  a  "cancerous  tumor"  that  must  be  removed  and  that  it  will  "continue 

its  campaign  against  Zionism  until  Israel  is  completely  eradicated." "^*' 

The  Bekaa  Valley  continues  to  remain  a  base  of  operations  for  Hezbollah  to  export 
narcotics.  Despite  efforts  from  the  Lebanese  authorities  to  shut  down  cultivation  in  the 
Valley,  production  of  drugs  continues.  With  funding  from  Iran  seen  to  be  dwindling,  the 
Hezbollah  is  expected  to  increase  their  drug  trafficking  to  fill  the  void.  There  is  also 
evidence  of  cooperation  with  the  PKK  to  export  narcotics  into  Europe.  It  is  also  clear 
that  Russian  Organized  Crime  is  using  Israel  and  Cyprus  as  twin  bases  for  its  operations 
in  Western  Europe  and  the  United  States. "^^ 

As  war  is  policy  by  other  means  in  the  Clausewitzian  sense,  in  a  sense  so  to  is  terrorism 
an  extension  of  foreign  policy  -  and  one  often  used  by  Middle  Eastern  states.  It  has  traditionally 
been  a  cost-effective  diplomatic  tool  for  these  states.  Measures  taken  to  increase  the  costs  of 
using  terrorism  as  an  extension  of  foreign  policy  are  about  the  only  hope  of  decreasing  state 
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support  for  terrorism  -  it  is  not  likely  that  the  battle  will  be  won  along  ideological  lines.  As 
Soviet  support  has  ended,  the  economic  situation  of  these  countries  can  be  taken  advantage  of  in 
attempts  to  influence  their  positions  on  supporting  terrorism.  Iran  has  $30  billion  in  foreign  debt, 
Iraq  owes  foreign  creditors  more  than  $14  billion,  Syria  owes  $16.5  billion,  and  Sudan's  foreign 
debt  is  in  excess  of  $16  billion."^**  As  economic  support  can  come  almost  solely  from  the  West, 
pressure  can  be  exerted  on  these  states. 

D.  Mexico,  Latin  America,  and  the  Caribbean 

US  capabilities  to  combat  drug  trafficking  and  terrorism  in  Latin  and  South  America  are 
not  keeping  pace  with  the  increasing  threat  these  groups  pose.  The  US  presence,  instead,  is 
reflecting  the  end  of  the  Cold  War,  its  departure  from  Panama,  relocation  away  from 
Guantanamo,  and  its  reduction  in  military  assistance  to  a  number  of  countries. "^^  Reducing  US 
presence,  while  politically  desirable,  has  hindered  Washington's  effectiveness  in  meeting  the 
new  global  threat. 

Southern  Panama  has  been  depicted  as  a  guerilla  playground. '^°  The  loss  of  US  presence 
in  the  former  Canal  Zone  ended  counter-terrorism  activities  there  and  simultaneously  removed 
the  limited  deterrence  present  previously.  It  is  important  to  note  that  not  less  than  two  years  after 
the  military  invasion  to  capture  General  Manual  Noriega  in  attempts  to  thwart  the  rampant 
cocaine  trafficking  in  Panama,  the  volume  of  cocaine  coming  from  Panama  into  the  United 
States  actually  increased  significantly.  During  Noriega's  time,  the  drug  trade  was  at  least  an 
orderly  affair.  However,  after  his  ousting,  the  illegal  trade  has  become  a  free-for-all  that  is  well 
out  of  control  of  the  civilian  government  installed  by  the  US.'^'  Efforts  within  Latin  America  to 
decrease  drug  trafficking  have  generally  met  with  little  success. 
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The  Caribbean  is  highly  vulnerable  to  drug  trafficking  and  money  laundering.  The 
relatively  open  societies,  offshore  banking  centers,  and  the  relative  lack  of  concern  from  the  US 
to  concentrate  any  sort  of  drug  interdiction  efforts  there  make  it  a  viable  route  for  the  drug 
traffickers  to  transit  shipments  into  the  US.  Both  drug  cartels  and  organized  crime  have  used  the 
Caribbean  to  launder  money.  Advantageous  banking  regulations  and  the  lack  of  enforcement  of 
many  of  them  in  the  Caribbean  island  nations  have  transformed  that  region  into  a  focal  point  for 
money  laundering. ''^"^  For  example,  Puerto  Rico  is  an  Achilles  heel  in  the  war  on  drugs.  Once 
illegal  goods  enter  its  borders,  their  further  progression  into  the  United  States  is  virtually 
unimpeded.  By  virtue  of  being  a  US  territory,  goods  coming  from  Puerto  Rico  are  not  inspected 
and  monitored  to  the  extent  that  goods  from  other  Latin  American  countries  are.  Another  factor 
in  making  the  Caribbean  an  even  more  appealing  route  is  the  inherent  weaknesses  in  their 
defense  forces.  In  Antigua  for  example,  the  total  security  forces  amount  to  100  people  and  for 
Barbados,  610  people  -  including  police  forces,  army,  and  law  enforcement.'''''  It  therefore  takes 
very  little  to  get  around  the  law  enforcement  and  policing  in  these  countries.  In  1990,  a  small 
group  of  people  seized  the  padiament  building  in  Trinidad,  took  40  hostages,  killed  27  people, 
kidnapped  and  later  shot  the  prime  minister,  and  subsequently  the  government  fell.'^'* 
Possibilities  abound  for  groups,  such  as  terrorists,  insurgents,  and  even  criminals  to  control 
governments  or  even  topple  them. 

Furthermore,  the  importance  of  Mexico  for  the  strategic  interests  of  the  United  States 
should  not  be  underestimated.  Mexico  is  a  kind  of  buffer  region  in  regards  to  the  level  and  scope 
of  the  activities  in  Latin  and  South  America  that  are  allowed  to  spillover  into  the  US.  As  Mexico 
is  in  transition  as  much  as  any  other  country  in  the  lower  Americas,  its  course  of  development  is 
also  subject  to  the  same  types  of  influences.    Subsequently,  Mexico  has  important  implications 
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for  stability  and  security  issues  emanating  in  the  region  of  the  US's  southern  border.  Drug 
trafficking  is  a  well-known  facet  of  Mexican  society  as  it  is  a  major  transit  point  for  both  Asian 
and  South  American  shipments  into  the  US.  Corrupt  law  enforcement  exacerbates  the  problem. 

However,  a  key  component  is  missing  from  Mexican  society  that  has  so  undercut  any 
semblance  of  authority  in  many  of  the  countries  to  its  south.  In  Mexico,  there  is  not  the 
connection  between  drug-trafficking  and  guerrilla  groups  that  we  see  in  other  countries,  most 
notably  Colombia.'''""^  When  drug-traffickers  get  mixed  in  with  local  insurgent  groups,  the  effect 
of  the  level  of  authority  that  law  enforcement  is  able  to  exert  weakens  significantly.  Not  only  are 
law  enforcement  and  political  authorities  bribed  through  money  and  extortions,  they  are  now 
simultaneously  threatened  through  terror,  making  any  exercise  of  authority  a  mere  fagade.  In 
trying  to  prevent  situations  such  as  these  in  Mexico,  the  government  has  turned  to  the  institution 
that  works  -  here  the  Mexican  army.'^''  Two  concerns  immediately  stem  from  relying  on  the 
army  to  police  local  drug  trafficking.  The  first  is  obviously  political.  The  second  concern 
emerges  from  the  fact  that  the  arniy  is  no  less  likely  to  be  corrupted  than  local  law  enforcement 
once  enough  money  is  thrown  around.  Narco-corruption  of  the  Mexican  army  would  further 
ease  the  efforts  of  drug  traffickers  and  simultaneously  destroy  the  army's  image  and  their 
reliability.  Even  if  reliable  civilian  law  enforcement  was  to  be  developed,  it  could  only  begin 
with  assistance,  and  it  is  likely  that  is  will  take  some  time  before  it  would  become  effective. 

In  Latin  America,  the  narco-statization  that  is  occurring  is  corrupting  many  governments. 
The  growing  power  of  the  drug  cartels  and  their  corrupting  influence  in  politics  has  rendered 
some  governments  and  policies  a  mere  instrument  of  these  groups.  A  number  of  institutions  in 
Latin  America  are  in  part  a  mere  pretense.  As  governments  in  Latin  America  become 
increasingly  ineffectual  in  deal  with  the  problem,  the  United  States  is  likely  to  explore  other 
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options  in  eradicating  the  drug  trade  south  of  its  border.  With  the  large  volumes  of  money  that 
come  from  the  drug  trade,  it  is  hkcly  that  terrorist  groups  will  find  financial  support  in  exchange 
for  protection  if  the  heat  turns  up  on  these  drug  trafficking  groups.  What  we  are  now  seeing  in 
Colombia  may  come  to  resemble  the  likely  path  that  drug  traffickers  will  take  in  Latin  America 


E.  Colombia 

Colombia  is  the  state  where  we  are  already  seeing  cooperation  between  all  three  groups  - 
organized  crime,  drug  cartels,  and  ten'orists.  The  corruption  is  so  rampant  within  the 
government  as  a  result  of  criminal  activities,  and  supposed  democratic  institutions  are  so 
unaccountable  that  the  term  Colombianization  is  used  to  refer  to  other  countries  beginning  to  see 
similar  proceedings.  Colombia  is  a  model  for  successful  activities  by  the  conglomeration  of  the 
underground. 

The  Colombian  drug  cartels  emerged  in  the  mid-1960s,  with  the  Medellin  and  Cali  cartels 
soon  becoming  the  leading  producers  of  cocaine  worldwide.''"  As  the  Medellin  cartel  declared 
an  informal  war  on  the  government  in  1989,  the  Cali  cartel  cooperated  with  the  government  in 
order  to  surpass  its  rival.  In  1989,  the  Medellin  cartel  had  controlled  an  estimated  75  percent  of 
the  world's  cocaine  supply  -  but  by  1993,  they  controlled  only  40  percent  and  the  Cali  cartel  a 
year  later  was  estimated  to  control  85  percent. '^^  Thus,  the  Cali  cartel  now  controls  the  majority 
of  the  cocaine  coming  from  South  America,  but  it  is  not  a  unified  organization  -  it  is  led  by 
several  different  groups.  Miguel  and  Gilberto  Rodriguez  Orejuela  and  Ivan  and  Julio  Fabio 
Urdinola  leads  the  older  group,  while  the  younger  group  is  led  by  Juan  Carlos  Ortiz  and  Juan 
Carlos  Ramirez. '^^ 
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The  Cali  cartel  keeps  a  low  profile  by  bribing  police  and  government  officials,  and  also 
by  having  a  vertically  integrated  structure,  controlling  the  purchasing,  refining,  wholesale,  and 
distribution  aspects  of  its  cocaine  trade."""  The  Cali  cartel  further  operates  similar  to  the  typical 
model  of  terrorism's  cell  structure,  compartmentalizing  the  knowledge  of  subordinates.  William 
Mockler,  chief  of  the  DEA's  major  investigation  section,  stated  that  those  arrested  in  the  Cali 
cartel  did  not  know  higher-ups  and  therefore  could  not  expose  the  organization  in  plea- 
bargaining  arrangements." 

The  Colombian  drug  cartels  have  had  long-standing  alliances  with  organizations  in 
Mexico  for  trafficking  and  distribution;  however,  they  are  now  extending  their  cooperation  with 
transnational  mafias  in  order  to  expand  their  trade  internationally.  Cooperation  with  the  Sicilian 
mafia  and  the  Russian  Mafiya  in  particular  has  extended  the  reach  of  South  American  cocaine. 
Russian  organized  crime  and  the  Sicilian  mafia  have  even  become  a  favorite  subcontractor  of  the 
American  La  Costra  Nostra  for  their  ruthlessness  and  sophistication.^""  Additionally,  Russian 
organized  criminal  groups  have  formed  alliances  with  Colombian  drug  traffickers,  trading 
Colombian  drugs  for  Russian  weaponry  and  Soviet-designed  military  aircraft  for  drug-running 
operations." 

Insurgent  groups  and  drug  traffickers  in  Colombia  too  came  together  as  a  matter  of 
convenience.  Though  they  had  different  motives,  both  had  similar  prerequisites  of  causing 
instability  in  the  established  government.  FARC  was  established  in  1966  as  a  military  wing  of 
the  Colombian  Communist  Party  with  goals  to  overthrow  the  government  and  ruling  classes, 
cuirently  having  about  4,500-5,500  armed  combatants  and  approximately  10,000  supporters." 
When  Jacobo  Arenas,  the  ideological  leader  of  FARC,  died  in  1990,  his  successor  had  no  qualms 
about  breaching  their  ideological  ethics.""^  The  ELN,  or  National  Liberation  Army,  though  less 
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well  known,  has  similar  objectives  as  the  FARC  and  has  also  developed  along  similar  lines.  The 
two  constitute  the  major  terrorist  groups  cooperating  with  drug  cartels  in  Colombia. 

FARC  with  thousands  of  active  combatants  are  present  in  Colombia's  eastern  lowlands 
and  the  southern  rainforest  areas,  primarily  protecting  the  cultivation  and  processing  regions. 
ELN  with  about  3,000  to  6,000  active  in  the  northeast,  central,  and  northwest  protects  the  opium 
poppy  and  marijuana  growing  areas,  as  well  as  posing  a  menace  to  the  security  of  oil 
pipelines.''"'  These  groups  have  cooperated  with  the  drug  traffickers  to  raise  funds  formerly 
through  extortion,  but  more  recently  the  deals  have  become  more  cooperative  in  character.  With 
the  drug  traffickers  providing  financing  for  these  insurgent  groups,  the  latter  are  able  to  continue 
their  operations  while  the  former  are  increasingly  protected  from  law  enforcement. 

Benefits  from  the  alliance  between  drug  traffickers  and  terrorists  are  two  fold.  The 
immediate  tactical  benefits  include  the  insurgents  providing  security  for  the  cultivation, 
processing,  and  transit  of  the  drug  traffickers'  crops  in  exchange  for  money  and  weapons.  The 
long-term  strategic  benefits  result  from  the  police  and  military  forces  in  Colombia  finding  entire 
areas  partially  or  totally  controlled  by  the  insurgents  increasingly  hostile,  and  hence  they  become 
areas  of  unrestricted  criminal  activity. ^'^^  Furthermore,  the  political  crisis  resulting  from  the 
widespread  narco-corruption  only  serves  to  enhance  the  FARC's  abilities  to  gain  political 
support  among  the  rural  populations. '^^'^  Under  the  pretense  of  it  being  a  demilitarized  zone, 
FARC  has  been  able  to  negotiate  from  the  Colombian  government  control  of  territory  of  an  area 
of  42,000  square  miles,  approximately  the  size  of  Switzerland  and  about  40  percent  of 
Colombia.""*^  In  the  areas  it  controls,  FARC  has  already  begun  to  enact  its  Law  #2,  a  tax  on 
entities  valued  at  over  $1  million,  essentially  a  tax  on  the  rich.  FARC  refuses  to  enact  what  it 
calls  its  Law  #1,  and  has  stated  that  it  will  only  reveal  what  it  is  after  they  are  in  power. 
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Drummond.  Inc..  a  US  coal  firm,  has  suffered  attacks  by  FARC  as  a  result  of  its  refusal  to  pay 
the  extortions.  Its  subsequent  refusal  to  bid  on  a  state-owned  coal  company  cost  Colombia  tens 
of  millions  of  dollars  in  potential  privatization  revenues.' 

Further,  cooperation  between  Russian  organized  crime  and  FARC  has  allowed  the  former 
to  establish  amis  pipelmes  in  Colombia,  affording  the  insurgents  with  weapons  and  tons  of  other 
supplies  ranging  from  assault  rifles  and  RPGs  to  military  helicopters  and  shoulder-launched 
surface-to-air  missiles.""  Russian  organized  crime  is  clearly  involved  with  the  drug  cartels.  In 
September  of  2000,  the  Colombian  National  Police  "seized  a  partially  constructed,  steel-hulled 
submarine  from  a  warehouse  outside  Bogota,  Colombia.  All  available  information  suggests  the 
submarine  -  if  completed  -  could  have  been  used  to  transport  up  to  ten  metric  tons  of  illicit  drugs 
from  Colombia  to  remote  off-load  sites  in  Latin  America  and  the  Caribbean."" '"  The  origin  of 
the  submarine  was  attributed  to  Russian  organized  crime. 

Colombian  teiTorist  groups  are  funded  about  60  percent  by  the  drug  trade.  However,  in 
Colombia,  these  two  groups,  particularly  the  ELN,  derive  a  great  deal  of  their  income  from 
extortions,  kidnappings,  and  also  from  activities  in  the  oil  sector  of  the  economy."  This,  of 
course,  paves  the  way  for  future  cooperation  with  organized  crime.  Terrorists  are  coming  to  see 
attacks  on  economic  infrastructure  increasingly  appealing.  Multiple  oil  pipeline  bombings  in 
Colombia  were  targets  meant  to  confuse  the  orderly  functioning  of  the  economy  and  society. 
Colombia's  second  largest  oil  pipeline,  the  Cano  Limon,  was  attacked  152  times  in  2000,  blamed 
mostly  on  the  ELN."''*  The  economic  disruption  caused  by  the  terrorists  groups  naturally  makes 
mfiltration  of  organized  crime  all  the  more  easier.  Further,  militarization  of  drug  wars,  as  has 
been  the  case  both  in  Latin  and  South  America,  tends  to  benefit  organized  crime,  as  drug  cartels 
and  the  terrorists  that  protect  them  turn  to  organized  crime  for  military  supplies  and  weapons. 
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Further,  the  government  that  is  supposed  to  be  fighting  the  cartels  and  insurgents  is  itself 
corrupt.  An  estimated  $1  million  to  $3  million  in  campaign  support  that  came  from  drug 
trafficking  money  went  to  candidates  sympathetic  to  narcotics  interests."  There  is  also 
substantial  evidence  that  the  drug  cartels  even  employ  army  officers  and  purchase  weapons  and 
high-level  electronic  gear  from  military  itself."'^  The  Colombian  state  is  itself  weak.  It  is  not 
prepared  to  fight  a  war  on  drugs  or  to  counter  the  insurgents  even  if  it  wanted  to. 

In  Colombia,  there  is  also  the  problem  of  paramilitaries.  As  the  government  was  unable 
to  deal  with  the  insurgents,  paramilitaries  formed  to  counter  the  threat  themselves.  The  United 
Self-Defense  Forces/Group  of  Colombia  (AUC-Autodefensas  Unidas  de  Colombia)  is  the 
umbrella  organization  of  the  paramilitaries  that  formed  in  1997  to  counter  the  leftist  insurgents. 
There  are  an  estimated  8,000  paramilitaries  that  are  estimated  to  have  conducted  804 
assassinations,  203  kidnappings,  and  75  massacres  with  507  victims  during  the  first  10  months  of 
2000,  most  of  which  were  targeted  at  the  guerillas."'^  The  paramilitaries  have  traditionally 
avoided  the  government's  security  forces,  but  clashes  with  the  military  and  police  units  are 
increasing."'^  Like  their  leftist  counterparts,  the  majority  of  their  funding  too  comes  from 
protecting  their  "sponsors"  in  the  drug  trade.  Right-wing  paramilitary  groups  have  abducted 
congressional  representatives,  killed  political  candidates,  and  massacred  civilians,  all  in  attempts 
to  thwart  the  leftist  insurgents. "'"^ 

Colombia  is  the  third  largest  recipient  of  US  security  assistance. ""°  Despite  that,  coca 
cultivation  in  Colombia  has  increased  from  less  than  20  percent  of  the  Andean  total  in  1994  to  67 
percent  in  1999.""'  However,  as  both  US  and  foreign  aid  to  Colombia,  as  to  other  South 
American  countries,  have  come  with  little  or  no  conditions  attached  and  little  program 
monitoring  and  accountability,  these  funds  have  done  little  more  than  fuel  existing  corruption.""" 
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Concentrating  a  war  on  drugs  solely  in  Colombia  while  ignoring  the  rest  of  South  America  is  a 
mistake.  Reduction  in  coca  cultivation  in  Colombia  would  likely  just  lead  to  production 
elsewhere.  Peru  and  Bolivia  are  especially  vulnerable  to  the  spread  of  coca  cultivation  out  of 
Colombia  and  the  economic  incentives  offered  by  insurgent  groups  are  already  spilling  over  into 
Venezuela.""''  The  activities  of  the  insurgent  groups  protecting  the  drug  industry  frequently  spill 
over  into  neighboring  countries.  FARC  and  ELN  often  enter  Venezuela  to  evade  pursuit  of  the 
Colombian  army,  oftentimes  engaging  in  activities  in  Venezuela  once  solely  pursued  in 
Colombia."""* 

With  the  current  US  preoccupation  with  the  "war  on  terrorism",  there  is  the  danger  in 
Colombia  especially  that  corrupt  politicians  will  abuse  the  drug-terror  link  to  gain  an  advantages 
in  the  drug  war.  Narco-corrupted  government  officials  are  likely  to  cooperate  with  the  US  under 
the  guise  of  being  against  terrorists  and  their  connections  with  the  drug  industry,  while  in  reality 
only  use  the  aid,  counter-terrorism  actions,  and  counter-drug  efforts  in  the  struggle  against  rival 
groups.  Such  policies  can  thus  form  the  excuse  for  Plan  Colombia,  President  Pastrana's 
proposed  plan  for  US  aid,  to  be  used  to  the  advantage  of  corrupt  paramilitaries  and  government 
officials  at  the  expense  of  the  FARC  and  the  ELN  in  a  kind  of  twisted  civil  war  for  control  of  the 
drug  trade. 
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VI.  Che  changing  character  of  security  challenges 

As  the  world  has  globahzed  and  become  more  interconnected,  so  too  have  security 
threats.  States  can  no  longer  remain  solely  concerned  with  events  within  their  own  borders  while 
remaining  complacent  about  issues  outside  of  them.  Similarly,  security  concerns  that  have 
historically  been  domestic  in  nature  have  transformed  as  well  into  broader  problems  worthy  of 
international  concern.  The  ne.xt  section  will  address  when  and  why  concerns  typically  domestic 
in  character  become  international  security  problems,  and  why  the  international  community  has 
historically  been  so  delayed  in  their  responses.  In  particular,  this  section  will  show  why  the 
international  community  should  be  increasingly  concerned  with  the  conglomeration  of  organized 
crime,  drug  cartels,  and  terrorist  groups.  The  mergers  of  these  groups  are  themselves  becoming 
an  international  security  problem.  As  such,  a  delayed  response  from  the  international 
community  in  dealing  with  the  emergence  of  this  phenomenon  could  allow  it  to  escalate  beyond 
countries'  future  abilities  to  counter  it. 

A.  Background  on  the  International  Posture  towards  Traditional  Domestic  Security  Issues 

International  intervention  in  the  internal  conflicts  of  a  sovereign  state  has 
characteristically  been  employed  to  contain  domestic  troubles  from  spreading  to  neighboring 
states,  and  hence  turning  into  regional  or  even  global  conflicts.  The  particular  locality  of  the 
domestic  conflict,  or  even  region,  may  be  on  the  periphery,  or  it  may  be  of  central  importance,  as 
far  as  strategic  importance  goes  for  international  security  issues.  However,  location  is  no  longer 
of  importance.  The  primary  concern  now  revolves  around  the  underiying  causes  of  the  growing 
illicit  activities  and  problems  within  certain  states,  and  what  implications  those  problems  make 
have  for  all  states  as  they  spread  across  borders.    The  interest  of  the  international  community, 
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then,  is  for  the  maintenance  of  a  somewhat  stable  international  environment.  Organized  criminal 
groups  have  formerly  been  confined  to  operations  within  very  few  states.  The  drug  trade  has 
been  viewed  largely  as  a  problem  for  consumer  countries,  namely  the  United  States  and  Europe. 
Most  terrorist  groups  are  also  largely  associated  with  operations  in  a  single  state  or  region  or 
with  one  ideology.  These  issues  can  no  longer  be  viewed  purely  as  domestic  state  security 
concerns,  especially  in  the  post-Cold  War  world  where  the  world  economy  is  becoming  more 
interdependent  and  national  affairs  are  becoming  less  national  and  more  international. 

Traditional  state-centered  security  analyses  have  been  extended,  in  the  world  of  complex 
interdependence,  to  include  international  security  and  stability  as  necessary  for  domestic  security 
concerns.  International  security  is  now  threatened  by  potential  consequences  of  events  that  can 
occur  within  a  single  state.  The  questions  of  how  and  why  the  internal  affairs  of  one  state 
become  relevant  to  the  security  issues  of  the  international  community  are  complex,  if  not  multi- 
faceted.  However,  with  increasing  interdependence  -  from  economies  and  exchange  rates  to 
events  in  the  political  world  -  one  state's  internal  affairs  is  not  only  becoming  the  concern  of  the 
other  states,  it  is  in  fact  becoming  a  part  of  their  own  internal  affairs.  Domestic  security 
concerns  can  no  longer  be  isolated  from  events  outside  its  borders.  Thus,  in  a  world  governed 
predominately  by  anarchy,  one  of  the  main  premises  for  the  maintenance  international  security 
remains  to  be  state  sovereignty  -  therefore,  it  must  be  a  extraordinary  occasion  when  the  events 
internal  to  one  state  invite  forced  intervention  from  other  states. 

Consequently,  regarding  the  question  of  an  international  resolve  to  solve  the  domestic 
problems  of  a  sovereign  state,  there  seem  to  exist  two  common  reasons  that  typify  international 
involvement.  Weaknesses  are  inherent  in  a  state  involved  in  internal  conflicts  and  domestic 
problems;  often  the  state  does  not  possess  the  capacity  to  act  even  if  it  possesses  the  will. 
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Additionally,  the  instabilities  of  one  state  are  rarely,  if  ever,  contained  solely  inside  the  borders 
of  that  stale.  The  underlying  causal  factors,  be  they  economic,  political,  or  cultural,  almost 
always  have  potential  spillover  into  neighboring  states  and  thus  tend  to  affect  the  region  as  a 
whole.  Again,  taking  into  account  world  interdependence  and  oftentimes  even  closer  regional 
interdependence,  the  justification  for  international  intervention  here  is  simply  to  provide  stability 
to  suppress  the  effects  of  the  exiting  conflict  and  to  prevent  the  domestic  problems  of  one  state 
from  spilling  over  any  further.  The  second  justification  involves  the  humanitarian  aspect.  As  a 
result  of  global  communications  technology  people  are  increasingly  aware  of  the  outside  world. 
Public  outrage  at  the  atrocities  and  destructiveness  of  illicit  groups  can  also  demand  international 
action.  Of  course,  internal  conflicts  entered  into  internationally  on  the  humanitarian  premise  will 
be  more  likely  if  they  also  pose  significant  threats  to  the  stability  of  the  international  community. 
Considering  the  cost-benefit  analyses  of  the  international  community,  the  reactions  to  the 
problems  with  Serbia  and  Yugoslavia  have  typified  this  type  of  international  involvement.  As 
the  multi-ethnic  state  of  Yugoslavia  failed  to  provide  security  to  its  various  ethnicities,  it  became 
necessary  for  these  groups  to  provide  for  themselves.  Actions  of  ethnic  groups  in  this  region, 
taking  defensive  measures  to  preserve  their  own  cultures,  led  to  the  insecurity  of  their 
neighboring  groups,  thus  intensifying  the  conflict.  This  alone  provided  interested  parties  with 
reason  to  intervene  -  conflict  so  close  to  stable  European  states  posed  a  significant  security  threat 
to  the  region.  If  not  already  compulsory,  international  intervention  was  additional  warranted  by 
the  actions  taken  by  the  Serbs.  The  mass  killings  of  many  ethnic  Albanians  in  Kosovo  gave  a 
considerable  humanitarian  aspect  to  intervention.  The  attention  given  this  situation  by  the 
United  Nations,  then,  attempted  to  bring  about  negotiations  for  a  peaceful  solution  -  if  at  the 
very  least,  trying  to  quell  the  violence  and  keep  it  from  escalating. 
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Strategic  importance  is  not  only  relevant  to  international  intervention  in  internal  conflicts; 
it  may  very  well  define  it.  Humanitarian  aspects  are  important  in  their  moral  dimension  as  a 
cause  for  action,  but  they  generally  do  not  stand  alone  as  the  sole  motivation  for  involvement.  A 
blunt  example  of  this  is  the  failure  of  the  international  community  to  take  any  actions  to  suppress 
one  of  the  most  massive  genocidal  slaughters  in  recent  history.  In  Rwanda  where  close  to 
800,000  Tutsi  were  killed  by  their  rival  ethnic  group,  the  Hutu,  UN  forces  were  actually  reduced 
in  number  rather  than  increased.  The  offlianded  manner  in  which  the  international  community 
treated  this  particular  incident  demonstrates  its  lack  of  relevance  to  international  security  issues. 
Rwanda  was  not  only  distant  geographically  from  the  main  international  actors,  but  also  posed 
no  significant  international  economic  concerns  or  political  consequences.  This  seemingly 
isolated  region  in  Africa  was  disconnected  from  the  associations  of  the  rest  of  the  world  so  that 
there  was  no  imperative  among  the  international  elites  to  really  become  engaged. 

Actions  taken  in  internal  conflicts,  then,  usually  occur  when  there  is  a  significant  threat 
posed  to  international  security.  The  threats  themselves  can  take  on  many  forms,  but  typically 
will  embody  similar  elements  that  can  be  seen  across  the  board  in  the  justifications  for  most 
international  involvements.  With  this  century's  globalization,  one  of  the  main  threats  that  has 
emerged  stems  from  the  interconnectedness  of  economies.  If  conflicts  provide  the  potential  for 
negative  effects  on  regional  and  world  economic  systems,  other  states  may  become  involved. 
The  economic  ramifications  alone  may  be  significant  for  other  states  to  be  concerned  with  the 
internal  affairs  of  another.  For  example,  substantial  attention  has  been  given  to  the  Middle  East 
that,  in  pan,  can  be  contributed  to  mterests  in  the  economics  of  oil. 

Similarly,  political  events  that  threaten  security  provoke  interventionist  tendencies.  It  has 
been  argued  thai  democratic  states  do  not  go  to  war  with  one  another,  and  hence  produce  a  kind 
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of  international  stability.  (Of  course,  it  is  also  the  case  that  states  that  have  McDonalds 
restaurants  have  not  gone  to  war  with  each  other.  The  underlying  causes,  however,  rely  on 
similar  political  ideologies  and  the  economic  underpinnings  of  state  structures.)  It  follows  to 
assume  that  political  threats  to  international  security  can  take  the  form  of  alternative  ideologies 
that  do  not  coexist  with  those  of  the  predominant  states  in  the  international  community.  The 
actions  taken  by  the  US  and  the  UN  in  Haiti  can  therefore  be  defensible  on  these  grounds.  The 
attempts  to  promote  democracy  in  Haiti  and  in  Latin  America  can  make  international  political 
relations  easier,  and  consequently  the  region  assumes  a  much  more  stable  equilibria. 

Thus,  why  internal  affairs  in  general  threaten  international  security  typically  involves 
their  regional  implications  and  effects  on  neighboring  states.  Economic  and  political  issues, 
instability  issues  in  particular  regarding  refugee  problems,  and  humanitarian  issues  are  all 
examples  that  often  pose  a  threat  to  the  security  of  states  not  directly  involved  in  an  internal 
conflict  and  thus  lead  to  actions  by  the  international  community. 

Another  important  question  in  addressing  international  interventions  relates  to  the  time 
dimension.  As  regards  to  exactly  when  an  international  problem  of  one  state  is  considered  an 
international  security  problem,  there  has  been  no  consistent  policy.  It  becomes  potentially 
damaging  to  international  security  the  moment  that  certain  internal  events  in  a  particular  state 
produce  negative  effects  on  the  others,  and  from  which  point  limit  future  political  and  economic 
decisions.  It  can  be  argued  that  the  very  foundations  of  the  internal  discord  have  produced 
security  threats  to  the  international  community  from  the  very  beginning. 

The  international  community,  however,  is  reluctant  to  undertake  early  action  in  any  type 
of  internal  conflict.  Generally,  in  a  situation  where  international  intervention  is  deemed 
necessary,  its  implications  must  have  reached  a  certain  level  of  significance  to  justify  the  outside 
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intervention.  At  this  point,  the  situation  has  normally  escalated  to  a  level  beyond  which 
intervention  is  unproblematic.  It  is  unfortunate  that  significant  actions  are  generally  absent  early 
on  in  conflicts,  as  it  is  a  good  deal  easier  to  prevent  major  conflict  before  they  have  started  rather 
than  trying  to  quell  them  once  they  have  begun  and  become  established. 

Returning  to  the  aforementioned  example  of  the  conflicts  in  Yugoslavia,  the  questions  of 
when  and  wliv  this  conflict  became  an  international  security  issue  really  embody  many  of  the 
genera!  premises  mentioned  here.  From  the  very  beginning,  Yugoslavia  had  the  potential  of 
erupting  into  violence  as  a  result  of  the  piecing  together  of  this  state  containing  its  various  ethnic 
groups  with  their  historic  animosities  toward  one  another.  It  was  the  weak  state  structure  and 
floundering  economy  that  allowed  the  governing  politics  of  this  federation  to  collapse  and 
therefore  opened  the  opportunities  for  ethnic  nationalism  to  rise.  Once  the  ethnic  groups  in  this 
region,  historically  prone  to  conflict,  began  to  see  one  another  as  the  enemy  and  then  act  on  these 
animosities,  the  threat  to  international  security  became  evident. 

The  Balkan  region  has  been  prone  to  turmoil  throughout  the  past  century,  and  the 
violence  in  Yugoslavia  that  eventually  ensued  threatened  to  evolve  into  a  greater  conflict.  The 
fact  that  this  civil  war  involved  ethnic  groups  which  each  held  support  by  their  corresponding 
ethnic  majorities  in  their  neighboring  states  made  the  involvement  of  regional  powers 
particularly  plausible.  It  was  also  necessary,  once  neighboring  states  became  involved,  for  other 
states  to  become  involved  on  ideological  or  ethnic  lines  -  including  some  of  the  more  powerful 
states.  This  is  what  produced  the  threat  to  international  security  -  the  threat  of  a  much  wider 
war. 

The  crisis  and  subsequent  civil  war  in  Yugoslavia  then  represents  a  somewhat  archetypal 
situation  where  international  actors  become  involved  for  security  reasons.    The  timing  of  this 
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intervention,  while  it  was  most  assuredly  possible  at  earlier  stages,  demonstrates  that  the 
international  community  really  only  became  involved  once  there  emerged  significant  risks  from 
inaction.  Thus  the  civil  war  in  Yugoslavia,  once  it  represented  the  aforementioned  possibilities 
of  affecting  outside  states  and  their  security,  demanded  international  attention. 

Costs  and  risks  of  international  intervention  into  internal  conflicts  are  high.  Therefore,  it 
is  in  the  interest  of  most  not  to  act  in  any  situation  unless  it  somehow  affects  them  significantly. 
When  affairs  of  a  sovereign  state  threaten  a  region,  and  hence  the  rest  of  the  world,  outside 
intervention  can  be  drawn  into  the  conflict  in  order  to  maintain/regain  some  semblance  of 
international  and  internal  stability. 

The  premise  of  state  sovereignty  has  been  one  of  the  solid  foundations  of  the  state  system 
ever  since  its  formation  with  the  Treaty  of  Westphalia.  At  present,  the  international  system  of 
world  governance  is  in  a  state  of  anarchy  -  one  of  the  stabilizing  factors  in  international  security 
remains  to  be  the  sovereign  state.  However,  when  conflicts  within  one  state  adversely  affect  a 
significant  amount  of  others,  it  has  been  accepted  in  practice  that  the  principle  of  state 
sovereignty  can  and  should  be  violated  and  intervention  undertaken  in  order  to  maintain  the 
stability  of  the  whole.  What  will  be  interesting  to  see  in  the  future  is  exactly  how  far  the 
international  community  will  take  this  mandate.  Thus  far,  states  have  been  generally  reluctant  to 
get  involved  in  the  internal  affairs  of  another  state  unless  it  was  directly  related  to  their  own 
security.  However,  as  the  world  becomes  more  interconnected,  this  premise  of  maintaining 
international  security  may  be  come  to  be  broadened. 
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B.  The  Conglomerates'  Challenge  to  International  Security 

As  the  then  Director  of  Central  InteUigence  James  Woolsey  has  correctly  observed, 
although  the  Soviet  dragon  has  been  slain,  "we  live  now  in  a  jungle  filled  with  a  bewildering 
variety  of  poisonous  snakes."'^*  With  all  the  advances  that  have  come  with  globalization, 
underground  groups  have  profited  just  as  much  as  anyone  else.  The  leading  security  threat  in 
both  the  domestic  arena  as  well  as  the  international  environment  will  likely  come  from  the  illicit 
groups  outlined  in  this  thesis  -  terrorist  groups,  the  drug  cartels,  and  organized  criminal 
syndicates.  However,  the  threat  does  not  stem  from  the  existence  of  these  groups  alone.  The 
nature  of  threats  posed  from  these  groups  has  existed  for  quite  some  time  now.  The  main 
security  challenge  that  is  now  developing  is  resulting  from  the  interconnection  of  these  groups. 
The  underground  is  organizing  itself  and  for  a  number  of  reasons  it  may  come  to  be  more 
organized,  efficient,  and  effective  than  the  international  community  charged  with  containing  it. 

The  security  challenge  posed  by  the  conglomeration  of  the  underground  is  an  unusual 
one.  Most  security  threats  seek  some  kind  of  destruction  goal  or  overthrow  and  replacement 
aspirations.  What  makes  the  conglomeration  of  these  illicit  groups  unusual  is  that  they  do  not 
seek  the  destruction  of  the  proper  international  community  and  its  institutions.  On  the  contrary, 
these  groups  require  a  reasonably  functioning  licit  economy  and  institutions  in  order  to  function 
themselves.  By  its  very  nature,  there  must  be  some  rules  for  the  underground  to  break  in  order 
for  it  to  retain  its  mandate  of  existence,  and  of  course,  profit  potential.  What  were  formerly 
clearly  defined  threats  of  crime,  drugs,  and  terrorism  are  coming  to  be  supplanted  by  the  opaque 
motives  of  these  new  associations  that  instead  have  corruption  and  evasion  as  primary  objectives. 
The  one  distinctive  fact  should  be  that  the  conglomeration  of  the  underground  will  not  likely 
seek  to  overthrow  the  licit  international  community  and  its  institutions.    Rather,  it  will  seek  to 
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infiltrate  it  and  corrupt  it  to  further  its  own  existence,  making  it  ever  harder  to  eradicate  it  as  it 
infiltrates  society. 

Thus  far,  there  remain  significant  differences  between  the  intentions  of  terrorist  and 
insurgent  groups  and  those  of  organized  crime  and  drug  traffici<ers.  Whereas  terrorist  groups  are 
motivated  primarily  by  political  concerns,  organized  crime  and  drug  traffickers  are  motivated  by 
profit  alone  and  have  little  restricting  ideologies.  Further,  the  ways  and  means  of  these  groups 
are  organized  differently  to  facilitate  their  corresponding  objectives.  Terrorist  groups  are  largely 
concerned  with  public  opinion  and  seek  out  activities  with  high  visibility  to  influence  and  coerce. 
On  the  other  hand,  organized  crime  and  drug  traffickers  naturally  seek  out  underground  avenues 
for  their  operations  to  mask  their  developments  of  illicit  markets.  However,  the  increasing 
connections  between  these  three  groups  may  be  beginning  to  have  evolutionary  effects  on  the 
way  all  of  them  organize  and  do  business,  thus  posing  serious  implications  for  the  way 
governments  construct  strategies  to  counter  them.  We  are  currently  seeing  the  beginnings  of 
cooperation  between  these  groups,  but  cooperation  will  increase  and  become  the  norm  as  the 
benefits  for  the  underground  become  glaringly  apparent. 

"Crime  is  not  only  a  consequence  of  social  situation.  It  is  also  a  barometer  of  social 
instability  and  a  reflection  of  the  weakness  of  the  state,  its  legal  base,  and  institutions  of  law 
enforcement."""''  It  is  in  this  capacity  that  high  crime  areas  become  prone  to  instabilities  and 
contlict.  Corruption  ensues,  insurgent  movements  spring  up,  and  governments  can  become 
undermined.  With  the  case  of  drug  cartels  entering  a  state,  the  corruption  of  state  officials  and 
government  institutions  can  progress  to  the  point  of  the  state  becoming  a  narco-democracy.  This 
has  been  typical  of  Latin  and  South  American  governments,  many  of  which  have  become  narco- 
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democracies  where  the  rules  of  democratic  cooperation  are  no  longer  applicable  and  cooperation 
with  the  governments  in  place  accomplishes  little. 

It  is  going  to  be  very  difficult  for  the  international  community  to  counter  these  upcoming 
threats.  Location  has  become  an  advantage  for  the  conglomerate  -  it  has  none.  Without  a  formal 
locality,  the  international  community  will  not  be  able  to  pinpoint  a  specific  threat,  much  less  a 
target.  Moreover,  with  the  conglomerates'  ongoing  attempts  at  corrupting  the  legitimate 
structures  and  organizations  in  societies,  the  international  community  will  often  find  that  it  is 
targeting  its  own  self. 

Further,  standardization  of  any  kind  of  international  policy  or  strategy  to  counter  any  of 
these  threats  is  currently  impracticable  and  will  likely  remain  so.  Standard  drug  control  policies 
cannot  be  expected  to  apply  across  the  board.  For  example,  policies  that  would  be  appropriate  in 
Mexico,  with  its  strong  and  unified  political  culture,  stable  control  of  the  military,  effective 
government,  and  containable  corruption,  would  be  wholly  inappropriate  for  Colombia,  with  its 
fragmented  political  culture,  semi-independent  military,  rampant  corruption,  and  its 
institutionalized  violence.""^  Further,  it  has  been  suggested  that  the  criminal  justice  system  treat 
terrorism  in  the  same  manner  as  it  does  all  other  important  crimes.  Individually  designed 
operations  to  combat  terrorism  -  special  courts,  discriminatory  sentencing,  and  the  like  -  usually 
contribute  to  more  problems  than  they  solve  and  do  not  address  the  issue  of  state  sponsorship."" 
As  long  as  safe  havens  remain  in  states  with  little  or  no  effective  law  enforcement,  organized 
crime  will  flock  there  to  avoid  the  rule  of  law  and  will  thus  be  able  to  organize  and  operate. 

No  one  state  can  be  charged  with  tackling  these  groups,  even  if  their  home  or  base  of 
operations  is  contained  within  its  own  borders.  Organized  criminal  groups,  drug  cartels,  and 
terrorist  groups,  most  notably  the  major  players,  are  becoming  so  multinational  that  no  one  state 
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can  be  responsible  for  their  control  -  crackdown  in  one  state  is  often  countered  by  refuge  in 
another."'^''  Intemalional  law  is  no  match  for  these  cun'ent  threats.  "The  innate  obstacles  to 
regulating  abuses  of  multinationals...  are  only  amplified  when  replaced  by  illicit 
multinationals.""" 

Moreover,  intelligence  agencies  across  the  world  need  to  more  fully  coordinate  their 
activities  and  resources,  'ironically,  the  drug  menace  is  providing  more  unified  action  (in  the 
former  Soviet  States)  than  a  shared  historical  past  and  a  bankrupt  ideology.""'  However,  the 
single-issue  cooperation  on  drug  issues  between  the  fornier  Soviet  States  typifies  the  ad  hoc 
cooperation  in  the  international  community.  With  national  security  strategies  at  the  forefront  of 
almost  every  nation's  priority  list,  full  cooperation  and  information  sharing  is  likely  to  be  less 
than  what  is  necessary  to  combat  the  mergers  of  the  underground.  The  conglomerates  that  are 
occurring  through  the  mutual  cooperations  of  illicit  groups  are  taking  advantage  of  the  diverse 
domestic  law  enforcement  and  judicial  rules  and  regulations  in  various  countries.  Whereas  these 
groups  are  cooperating  across  borders,  national  law  enforcement  and  judicial  authorities  are  not. 

Though  rogue  states,  criminal  organizations,  drug  traffickers,  and  terrorism  are  coming  to 
the  vanguard  of  security  concerns,  adjustments  have  not  been  made  in  intelligence  efforts. 
Military  intelligence  agencies  in  the  US  still  continue  to  receive  the  lion's  share  of  the  annual 
budget  for  espionage,  around  85  percent.""^"  The  underground  and  its  effects  on  security  have 
been  virtually  ignored,  and  thus  the  possibilities  remain  for  these  illicit  groups  to  catch  the 
intelligence  communities  napping.  Despite  the  enormous  breadth  of  the  American  intelligence 
community,  significant  events  nevertheless  managed  to  take  them  unaware  -  a  few  examples  are 
North  Korea's  1999  testing  of  a  three-stage  missile  and  their  1998  attempt  to  place  a  surveillance 
satellite  in  space,  India's  and  Pakistan's  nuclear  tests  in  1998,  the  1998  bombing  of  American 
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embassies  in  Kenya  and  Tanzania,  and  Iraq's  nuclear,  chemical,  and  biological  weapons 
programs. ■''■^  With  so  much  less  attention  currently  focused  on  the  underground,  it  becomes  even 
easier  for  them  to  evade  detection  by  intelligence  communities. 

The  cooperation  between  rogue  states  and  organized  crime,  drug  cartels,  and  terrorists 
could  easily  result  in  the  sale  and  transfer  of  weapons  systems  developed  by  the  security 
strategies  of  the  rogue  states.  Experts  note  the  existence  of  about  sixteen  states  pursuing 
chemical  weapons  programs  and  about  twelve  pursuing  offensive  biological  weapons 
programs. "'^''  According  to  a  US  government  study,  Iraq,  North  Korea,  and  Russia  are  almost 
certainly  hiding  unauthorized  caches  of  the  smallpox  virus  and  another  14  states  are  suspected  of 
trying  to  acquire  biological  weapons."'^  Worrisome,  however,  is  not  merely  the  capabilities  of 
rogue  states  to  develop  and  implement  NBC  weapons  programs.  More  likely  and  more 
prominent  is  the  threat  of  the  chain  of  weapons  proliferation  that  is  likely  to  result  from  peculiar 
relationships  and  cooperations  among  states  that  already  possess  these  capabilities  down  to  the 
rogue  states.  Both  China's  sale  of  missiles  and  North  Korea's  sales  of  missiles  and  related 
technologies  to  Pakistan  and  Iran  have  greatly  enhanced  the  capabilities  of  these  countries." 
The  potential  of  rogue  states  to  pass  on  technologies  acquired  by  the  state  to  other  groups  is 
highly  likely,  especially  in  light  of  Iranian  support  of  terrorism,  North  Korea's  cooperation  with 
organized  criminal  elements,  and  other  such  interests  of  rogue  states  in  underground  activities. 

The  problem  of  proliferation  can  at  best  be  moderated  through  political  channels, 
providing  the  necessary  economic  incentives.  However,  the  degree  to  which  political  pressure 
and  trade  can  serve  to  actually  reduce  the  weapons  initiatives  of  some  states  may  still  not  be 
enough.  Bans  of  the  export  of  certain  technologies  can  hinder  some  rogue  states  from  obtaining 
restricted  matenals,  such  CBRN  weapons  and  their  information.  Economic  sanctions  can  further 
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play  a  role  in  deterring  states  from  supporting  terrorism  and  drug  trafficking.     However,  as 

evidenced  from  the  findings  in  this  thesis,  oftentimes  states  arc  able  to  avoid  the  effects  of  those 

sanctions  as  the  criminal  elements  within  the  state  can  likely  offset  their  effects.    Even  if  the 

international  community  made  known  that  it  would  use  military  force  against  these  rogue  states, 

these  threats  would  only  be  effective  if  CBRN  weapons  and  their  technologies  have  not  already 

been  developed.   Letting  the  issue  fester  can  buy  rogue  states  enough  time  to  gain  the  materials 

and  technologies  necessary  to  obtain  a  trump  card  for  ignoring  international  sanctions. 

Further,  the  technology  and  equipment  that  the  underground  can  obtain  through  the 

legitimate  community  is  only  limited  to  what  the  civilian  sector  can  produce.     In  1999,  the 

civilian  sector  has  launched  a  satellite  that  is  almost  as  good  as  the  best  space  "platforms"  of  the 

National   Reconnaissance   Office.'"      Photographs   from   these  civilian   sector  satellites   are 

available  to  anyone  who  can  afford  to  pay  for  them.   Increasing  use  of  this  kind  of  technology  by 

illicit  groups  can  significant  alter  the  edge  that  the  intelligence  community  currently  possess  in 

regard  to  technical  capabilities.    With  few  or  no  limits  imposed  on  the  sale  of  technologies  that 

can  be  used  for  intelligence  purposes  in  the  civilian  sector,  counter-intelligence  activities  of  the 

underground  can  in  effect  match  those  of  law  enforcement. 

As  long  as  we  live  in  a  world  where  a  seventeenth-century  philosophy  of  sovereignty  is 
reinforced  with  an  eighteenth-century  judicial  model,  defended  by  a  nineteenth-century 
concept  of  law  enforcement  that  is  still  trying  to  come  to  terms  with  twentieth-century 
technology,  the  twenty-first  century  will  belong  to  transnational  criminals. '^^ 

The  security  threats  that  have  come  singularly  from  organized  crime,  terrorism,  and  the 

drug  cartels  have  obviously  not  proved  significant  enough  in  themselves  to  warrant  international 

action.    However,  their  growing  cooperation  should  compel  the  international  community  to  act. 

The  last  century  has  witnessed  the  globalization  of  the  markets.   What  we  are  only  beginning  to 

see  is  the  globalization  of  the  underground,  as  the  conditions  have  only  just  now  presented 
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themselves  for  these  types  of  cooperation.  The  underground  will  come  together.  It  is  only  a 
matter  of  lime  before  the  thunderstorms  of  organized  crime,  drug  cartels,  and  terrorism  converge 
into  a  full-blown  humcane  that  will  sweep  the  globe,  leaving  irreversible  devastation  in  its  path. 
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